


Ttem #10 . Update on 1115 Waiver and Plans for Conmununity Collaboration

Item #11 ACTION ..o s Ratification of Action Taken by Previous Executive Director to Waive
Electronic Record Fees in the Amount of $43 from 3/23/18 to 4/14/18
Due to GCHD Investigation

Item #12 ACTION .....ocoiiirircccenrenceireemne s seceseeee Consider for Approval March 2018 Financial Report

Item #13 ACTION ... eneeies Consider for Approval Request to Purchase NextGen EHR Connect
Sofiware in the Amount of $8,150 to Meet Meaningful Use
Requirements for 2018

Item #14 ACTION ... Consider for Approval Quarterly Visit and Collection Report
Including a Breakdown of New Patients by Payor Source

Item #15 ACTION ..o, Consider for Approval Medical Fee Schedule

Item #16 ACTION ..o Consider for Approval Dental/Denture Fee Schedule

Item #17 ACTION ... Report on Status of Joint Commission Recommendations and Corrective

Action Plan

Item #18 ACTION ... Consider for Approval Quarterly Compliance Report
Item #19 ACTION ..o Consider for Approval Privileging Rights for Premal Patel, MD
Item #20 ACTION ... Consider for Approval the Appointment of Samantha Robinson, RN,

BSN as a Community Representative to the Coastal Health & Wellness
Governing Board for a 3 Year Term Expiring April 2021

Item #21 ACTION ..o nereressessereenenenenn. CONSider for Approval the Reappointment of Miroslava Bustamante as a
Consumer Representative to the Coastal Health & Wellness Governing
Board for a 3 Year Term Expiring April 2021

Ttem #22 ACTION ..ot s esasans Consider for Approval Request for an Additional Shared Service Position
Due to Realignment of Duties and Business Need (Chief Compliance
Officer)

Adjournment

Next Meeting: May 31, 2018

Appearances before Governing Board

A citizen desiring to take comment(s) to the Board, shall submit a written request to the Executive Director by noon on the
Thursday preceding the Thursday Board meeting. The written request must include a brief statement identifying the specific
topic and matter presented for consideration. The Executive Director shall include the requested appearance on the agenda, and
the person shall be heard, so long as he or she appears at the Board Meeting.

Executive Sessions

When listed, an Executive Session may be held by the Governing Board in accordance with the Texas Open Meetings Act. An
Executive Session is authorized under the Open Meetings Act pursuant to one or more the following exceptions: Tex. Gov’t Code
§§ 551.071 (consultation with attorney), 551.072 (deliberation regarding real property), 551.073 (deliberation regarding a
prospective gift or donation), 551.074 (personnel matters), 551.0745 (personnel matters affecting Coastal Health & Wellness
advisory body), 551.076 (deliberation regarding security devices or security audits), and/or 551.087 (deliberations regarding
economic development negotiations). The Presiding Officer of the Governing Board shall announce the basis for the Executive
Session prior to recessing into Executive Session. The Governing Board may only enter into Executive Session if such action is
specifically noted on the posted agenda.



Back to Agenda






Coastal Health & Wellness
Governing Board Meeting

March 29, 2018

Board Members

Present: Staff:
JDr. I}{Igrr:;?i Mary McClure, Executive Director Pisa Ring

ay Dr. Foster Tiffany Carlson
David Delac :
. Dr. Alhassan Kenna Pruitt

Mario Hernandez ) .
Victoria Dougharty Andrea Cortinas Sal Bonaccqrso

. . Sandra Cuellar Randy Valcin
Virginia Valentino M :

. ary Orange Mario Acosta
Miroslava Bustamante Michelle Peacock Amanda Wolft
Dorothy Goodman (Phone) Tikeshia Thompson Rollins Paula Compton

Anthony Hernandez

Excused Absence:
Unexcused Absence:
Guest: John Wayne Ferguson

Items # 1-4 Consent Agenda

Dr. Howard, Board Chair, requested that consent agenda item #1 be modified to remove Executive Sessions
(Items #5, #6, #7 #12. #13 and #14) from closed session and discuss items in accordance with the open
meeting act. Upon a motion by Virginia Valentino, seconded by Dorothy Goodman, the consideration was
unanimously approved by the Board. Consent agenda items #2-4 were then approved upon a motion by
Virginia Valentino, seconded by Jay Holland and unanimously approved.

Item #S Board Member Evaluation

Dr. Howard, Board Chair, reviewed the scoring of the annual Board Evaluation in the open meeting and
informed the Board members that there is work to be done to improve on Board responsibilities to the
public, Coastal Health & Wellness patients, and the staff.

Item #6 Reconvene Regular Open Meeting
Item modified since annual Board evaluation was discussed in open meeting,

Item #7 Possible Action from Annual Board Evaluation

Dr. Howard, Board Chair, stated to the Board that they need to be informed of things regarding Coastal
Health & Wellness in a timely manner and he insures the Board that in the future if he hears of things going
on, the Board members will also be notified. Dr. Howard stated that ail Board mmembers can and will be
contacted via email or by phone. Dr. Howard also informed the Board that once Mary McClure, Executive
Director, gets any information that the Board needs to be informed about, it will immediately be
communicated by email and mail once Dr. Howard has been notified. A motion to accept the annual Board
evaluation was made by Virginia Valentino and seconded by Miroslava Bustamante. The Board
unanimously approved the evaluation.




Item #8 Executive Report

Mary McClure, Executive Director, presented the March 2018 Executive Report to the Board. David
Delac, asked Mary Orange, Business Office Manager, to inform the Board of how much revenue was lost
in Dental in the month of February 2018.

Item #9 Consider for Approval Financial Committee Report February 2018

Mary Orange, Business Office Manager, presented the February 2018 financial committee report to the
Board. A motion to approve the financial committee report as presented was made by Virginia Valentino
and seconded by Miroslava Bustamante. The Board unanimously approved the report.

Item #10 Consider for Approval Waiving Purchasing Policy Requirements for Mobile Clinic Repair
Mary Orange, Business Office Manager, asked the Board to consider for approval waiving purchasing
policy requirements for the mobile clinic repair. Mary informed the Board that we received a quote for
mobile clinic repairs in the amount of $6,046.16 from M&R Fleet Services in Texas City. Due to the limited
amount of vendors who can perform the needed repairs and the fact that the mobile clinic would have to be
towed to other auto repair services in order for additional quotes to be obtained, we are requesting approval
to waive the additional quote requirement per the Purchasing Policy. The repair cost will be split between
the Galveston County Health District and Coastal Health & Wellness, at a cost of $3,023.08 each. A
motion to approve the waiver request was made by Jay Holland and seconded by Miroslava Bustamante.
The Board unanimously approved waiving the purchasing requirement for this purchase.

Item #11 Update on 1115 Waiver and Plans for Community Collaboration
Dr. Howard, Board Chair, informed the Board that the update on the 1115 waiver and plans for community
collaboration will be deferred.

Item #12 Joint Commisgion Accreditation Survev Report
Mary McClure, Executive Director, presented to the Board the 11 immediate threat to life abatement survey.
e Dr. Howard, informed the Board that the requirements of Joint Commission and resolving all of
the problems at 100% have been submitted, and we are expecting Joint Commission to return at
any time. . Dr. Howard stated that the dental clinic will not reopen until the Board is in agreement
to do so and that once everything has been completed he is requesting an after action report that
states how this happened, who’s responsible, and how can we insure that this doesn’t happen again
¢ Dr. Beverly Foster, Dental Director, stated to the Board that she takes full responsibility for some
of the problems the dental department has had. Dr. Foster, stated there has been a transition of
several levels of supervision within the dental clinic within the past three years and when there is
a break down in the structure of the training of the Dental Assistants this is what happens. Dr.
Foster, stated when you don’t have a supervisor here to continue the training the dental assistants
rely on the others for help. Dr. Foster, stated she has provided videos that she taped on each of the
areas in the clinic and they are allowed to watch the video but as for hands on and keeping up with
them each day it has been inconsistent and she takes full responsibility for that. Dr. Foster, stated
that she served as interim Dental Assistant Supervisor during the period the dental supervisor
position was not filled to make sure the assistants followed through and that most of them had the
training. David Delac, asked the question so why are they saying they have not been trained. Dr.
Foster, stated she cannot answer that question and that it may mean that they have not had a
supervisor with them day to day to train them.

Item #13 Reconvene Regular Open Meeting
Item modified since the Joint Commission Accreditation Survey Report was discussed in open meeting.



Item #14 Possible Action from Joint Commission Accreditation Survey Report

Dr. Howard, Board Chair, requested a motion to accept the 11 immediate threat to life abatement survey
report and send the report to HRSA to let them know what has been done. A motion was made by Virginia
Valentino and seconded by Jay Holland to accept the abatement survey report and to send the report to
HRSA as notification. The Board unanimously approved the motion.

Item #15 Complete Annual Conflict of Disclosure Statement _
Dr. Howard, Board Chair, asked the Board to review the annual conflict of disclosure statement, vendor list
and signature is required on the form.

Adjournment
A motion to adjourn was made by Jay Holland, seconded by Mario Hernandez. The Board adjourned at

1:26 p.m.

Chair Secretary/Treasurer
Date Date
Back to Agenda









ltem #6 Consider for Approval Appointment to Fill the Coastal Health & Weliness Vice-Chair Board
Vacancy

Dr. Howard, Board Chair, asked the Board for nominations for Vice Chair of the Governing Board. David
Delac was nominated by the Board and accepted. A motion was made by Virginia Valentino, and seconded
by Mario Hernandez to accept David Delac, as Vice Chair of the Governing Board. The Board unanimously
approved the motion.

ltem #7 Consider for Approval the Re-opening of the Coastal Health & Wellness Texas City Dental Clinic
Kathy Barroso, Interim CHW Executive Director updated the Board on the status of addressing the recent
joint commission recommendations and asked the Board to consider for approval the re-opening of the
Coastal Health & Wellness Texas City Dental Clinic. A motion was made by Jay Holland and seconded by
Dorothy Goodman to re-open the Texas City Dental clinic and when ready, to allow re-opening of the
Galveston dental clinic after Kathy and Dr. Nguyen have discussed with Dr. Howard. The Board
unanimously approved the motion.

Adjournment
A motion to adjourn was made by Virginia Valentino, seconded by Jay Holland. The Board adjourned at

12:26 p.m.

Chair Secretary/Treasurer
Date Date
Back to Agenda
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Computer and Digital Communications Usage

Audience

This policy applies to all Galveston County Health District (GCHD), Galveston Area Ambulance
Authority, and Coastal Health & Wellness (collectively “the District”) employees, volunteers, students
and contractors (business associates).

Communication Equipment and Services

This policy applies to all electronic devices mail (e-mail), voice mail, facsimiles, telephone systems,
cellular-phones, tablet PCs, computers, removable storage devices, networks, Internet, computer files,
photocopiers, printers, and other forms of written or oral communications devices including personal
devices.

Policy

Health District communication equipment and services are provided for business purposes only and
may not be used for activities that violate federal or state laws and/or Health District policy.
Information stored on Health District communication equipment is the property of the Health District.
Employees should not have any expectation of privacy.

Employees shall minimize use of health district telephones, cellular phones, facsimiles, email and
Internet use for personal purposes. Brief and occasional incidental “use” of e-mail and/or Internet may
be acceptable if it is not excessive or inappropriate, occurs during personal time (funch or other breaks),
and does not result in expense to the Health District. “Use” is defined as excessive if it interferes with
normal job functions, responsiveness, or the ability to perform daily job activities.

Acknowledgement to Monitor

The use of GCHD furnished equipment and information systems constitutes the consent to monitoring
and auditing of the use of the equipment/systems always. Monitoring includes the tracking of
transactions within GCHD networks and external transactions such as Internet access. It also includes
auditing of stored data on local and network storage devices as well as removable media. Users must
understand that there is no expectation of privacy when using or storing data on GCHD information
systems.

Network and Computer Resources

Network and computer resources refer to Internet connectivity, wide area network components, local
area network components, servers, shared folders, e-mail, personal computers, laptops, portable
devices and software.

Employees shall not introduce unlicensed or unauthorized software (examples -games, phone apps,
iTunes, etc.) or hardware (usb drives, smart phones, external drives, cd's, etc.) into the health district's
computer system for any reason. All software and hardware must be cleared by the Information
Technology Department before installation on a heaith district computer. Existing unticensed or
unauthorized software or hardware must be immediately removed or similarly cleared through the
Information Technology Department.
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Employee Accounts & Passwords

Employees are responsible for activity conducted under their username and password.
Therefore, it is each employee’s responsibility to:

» keep histher passwords and workstation secure;

o lock or logoff from the PC if the PC will be unattended or is in an area with high volumes of
traffic; and

+ change passwords frequently, but at least once every 60-days.

*Tip: You can lock or log out of your computer by pressing the CTRL-ALT-DEL keys, and then
clicking on either the “Log Off” or “Lock Computer” buttons.

Encryption

Encryption is the process of converting (encoding) information from a readable form (plain text) that
can be read by everyone into an unreadable form (cipher text) that can only be read by the
information owner and/or other authorized persons.

All confidential and personal information transmitted to an email address outside of the GCHD domain
(i.e. one that does not end in “@gchd.org”) must be encrypted. The only exception, is email sent to
utmb.edu addresses, which are aiready secure. Confidential information is defined as information that
is given in confidence and/or is not publicly known. Confidential and personal information can include
but is not limited to Financial Data (credit card or bank account numbers), Personal Health Data
(actual medical information or personal data about patients) Private Individual Data (social security
numbers, addresses or phone numbers). Confidential and personal information sent through
electronic media must be encrypted.

Where unclear the CEQ or designee will determine if information is considered confidential. In all
circumstances, all employees are expected to consult with their supervisor and/or the ePHI Security
Officer to determine if encryption is appropriate to send information. GCHD employees who breach
the transmittal of confidential information will be subject to disciplinary action, up to and including
termination.

E-mail Guidelines

E-mail is considered an official means of routing communications among internal and external
parties that have access to e-mail. GCHD maintains the right to read an employee’s e-mail in the
event of need. Employees should not have any expectation of privacy.

Employees accessing Internet mail from home or outside of the network connections are responsible
for the security of their systems and must use reasonable caution to prohibit viruses from being
introduced into the e-mail system. Employees should bear in mind that their e-mail messages may be
read by someone other than the person to whom they are sent and may even someday have to be
disclosed to outside parties or in court if related to a legal issue. Accordingly, employees must take
care to ensure that their messages are courteous and professional.

Each employee is responsible for the content of all text, audio or images that he or she places on or
sends over the Health District's e-mail, internet or extranet systems. Employees must not hide their
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identities or represent that any e-mail or other electronic communications were sent from someone else
or another organization. Employees should be sure that their name appears in all messages
communicated on the Health District’'s e-mail, or Internet systems. Any messages or information sent by
an employee to another individual outside the Health District via the Health District's e-mail or Internet
system (including bulletin boards, online services, or Internet sites) are statements that reflect on the
Health District. Despite personal “disclaimers” in electronic messages, any statements may be tied to
the Health District.

Software

All software installed on a Health District device including and not limited to computers, laptops,
servers and smart phones may only be used in ways consistent with the licenses and copyrights of
the vendor, author or owner of the material. Prior to installing any additional software, approval must
be obtained, in writing, from the employee’s immediate supervisor and the Director of IT.
Downloading entertainment software, games, or any other software unrelated to work is prohibited.

Internet Usage

It is the practice of the Galveston County Health District to provide or contract for communication
services and equipment necessary to promote the efficient conduct of its business. Internet access
provided by GCHD is to be used in a responsible manner.

The employee's supervisor may revoke the employee’s access to the Internet in the event the
employee is using the Internet in excess, for non-business reasons, or is accessing questionable
sites. A “questionable” web site would be one that hosts offensive or illegal material.

Files downloaded from the Internet must be scanned for viruses when downloaded. In addition,
employees may not download files that contain offensive material.

All Internet communications can be traced back to the Health District if it is done through Heaith
District access. Employees and contract workers with Health District Internet access are required to
follow professional ethics in their use of Internet communications. Employees and contract workers
should refrain from engaging in posting non-factual information and/or opinions that harm the
goodwill and reputation of the Health District andfor Health District personnel.

Physical Security

Users will not remove GCHD computer systems or software from GCHD facilities without expressed
permission of the Director of Information Technology or asset custodian. Portable equipment such as
laptop computers or Personal Digital Assistants (PDAs) will be accounted for with a property pass prior
to removal from GCHD facilities. Users are responsible for providing adequate physical security
protection of portable equipment when outside GCHD facilities and keeping these items under their
exclusive control.

Remote Access

To improve employee productivity while away from GCHD facilities, a secure remote access capability
will be available within GCHD. Designated users are required to protect dial-in telephone numbers and
Internet access addresses as well as passwords. As technology becomes available within GCHD,
strong Identification & Authentication and encryption controls will be introduced into the remote access
capability.

GCHD owned equipment is strongly recommended when remotely accessing GCHD network
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resources. However, if personal equipment is used, the user must employ virus protection methods that
are FIPS Certified and all other connections to untrusted networks (i.e. the Internet) must be terminated
prior to remotely accessing the GCHD networks.

Employees are expected to seek supervisor approval prior to performing work duties outside their regular
work hours {(unless an emergency situation makes prior approval impractical). Reference Hours Worked
and Compensatory/Overtime policy

Reporting Requirements

Users will promptly report to the Director of Information Technology any suspicious activity, malicious
code, or perceived compromise effecting GCHD computer systems or networks. Any loss, theft, or
damage to computer systems must be promptly documented and reported to the Director of Information
Technology and asset custodian.

Retention

Employees are required to follow all Record Retention guidelines, including, but not limited to, storing
email, ePHI and electronic data that meets Record Retention guidelines. It is the Health District's policy
to follow all state and federal laws and rules for electronic record retention.

Reference “Records Management Flan”

Director of Information Technology Responsibilities
It is the Director of IT's responsibility to:
» ensure systems meet state Record Retention rules;
» grant access to Health District programs, telephone systems, data security groups, e-mail, etc.,
upon receipt of an approved Staff Inventory Checklist issued by HR,
« terminate employees network login id, access rights, and e-mail accounts upon notification from
Human Resources;
« establish, maintain, and update security groups only upon receipt of an approved Staff Inventory
Checkilist,
« Address any employee reports (i.e. suspicious activity, loss, theft, etc.)
keep up-to-date with rules, regulation and laws; and
* maintain confidentiality in all Health District-related IT processes.

Employee Respensibilities

It is the employee’s responsibility to:

¢ understand and follow this policy;

« perform ethical behavior regarding the communication of confidential data or e-mail to which the
employee has access,;
adhere to and sign a computer use statement;
contact the IT Help Desk via phone at x2210 or e-mail (helpdesk@gchd.org) for technical
support related to computers or software,

« consult with hisfher supervisor for guidance on the information addressed in this policy;

 inform the IT Manager and immediate supervisor if he/she suspects another person is accessing
his/her account;

« complete ePHI -HIPAA Security training, if she/she has access to ePHI; and

o follow atl GCHD HIPAA and ePHI policies.

Supervisor Responsibilities
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It is the supervisor’'s responsibility to:

understand and follow this policy;

Complete the appropriate “Staff Inventory Checklist” for employees who need access to
approved resources necessary to perform requisite job duties;

ensure this policy is carried out in a uniform manner,

ensure employees are following record retention guidelines and rules (if problems are identified
in meeting requirements, report to Risk and Safety Coordinator); and

take or recommend appropriate corrective action when necessary.

General Rules/Guidelines

Violation of any of the following rules will be considered adequate justification for corrective
disciplinary action, up to and including termination. This is not an all-inclusive list.

Employees must not:

search, read, copy, alter, or delete computer files to which he/she has not been granted access,
permission, or authorization;
perform malicious destruction or deletion of organizational data;
intentionally or recklessly compromise the privacy or security of electronic information;
release proprietary or confidential information;
interfere with or disrupt the computer or network accounts, services, or equipment of others
(examples of this include: the intentional introduction of computer “worms” and “viruses;
engaging in denial of service attacks, and broadcasting to large numbers of individuals or hosts);
send or store material that may be considered obscene, hateful, harmful, malicious, hostile,
threatening, abusive, vulgar, defamatory, profane, or racially, sexually, or ethnically
objectionable
forward spam or chain mail,
use utilities to collect information from the network such as password cracking programs,
keystroke loggers, and network sniffing utilities (unless part of the employee’s job description);
perform unauthorized scanning of networks or ports for security vulnerabilities, intercept or alter
network packets;
forward GCHD e-mail that contains ePHI, confidential, or proprietary information to personal
non-business e-mail accounts;
send e-mail that contains ePHI or company confidential information to an external e-mail
address without encryption or authorization;
use company e-mail to subscribe to services that generate large volumes of “junk mail”, such as
giveaways, sweepstakes, and chain mail;
forward e-mail with warnings of viruses (IT should be contacted about questionable e-mails);
use Health District computer resources for personal financial gain (such as for a personal for-
profit business);
attempt to perform unauthorized upgrades or repairs to computer resources;
view streaming video and/or streaming audio radio stations unless it is for business purposes
and has been approved by the supervisor (on a case-by-case basis);
download tool bars, screen savers, peer-to-peer file swapping software, use Health District
computer resources to design, create, or spread malicious computer programs (such as viruses,
worms, or Trojan Horses);
Charge non GCHD issue communication devices on GCHD computers i.e. iPhone, etc.; and
Attach unapproved usb/jump drives into the GCHD computing environment via computer or
other network access.
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» Duplicate or remove copyrighted software from GCHD equipment without the expressed written
permission of the System Administrator or Director of Information Technology. The individual will
be personally liable for any software copyright violations committed on GCHD systems under
their control.

Violation

Violation of this policy may result in corrective disciplinary action, up to and including suspension or
dismissal.
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Hours Worked and Compensatory/Overtime

Audience
This policy applies to all Galveston County Health District, Galveston Area Ambulance Authority, and

Coastal Health & Wellness (collectively “the District”) employees.

Policy
This policy is for routine (non-disaster) circumstances only. (For emergencies or disaster circumsiances

refer to the GCHD Emergency Operations policy). It is the District’s policy to work within the Fair
Labor Standards Act and Texas Payday Laws. While this policy focuses on routine circumstance,
GCHD expects that employees will work in excess of standard hours when requested and necessary to
meet business needs or respond to public emergencics. Failure to do so may result in corrective
disciplinary action.

Employee Categories and Definitions
FLSA Exempt Employee — an employee who is not subject to the overtime provisions of the FLSA due

to an executive, administrative, or professional exemption.

FLSA Non-exempt Employee — an employee who is subject to the overtime provisions of the FLSA.

Employee Leave Medical, LTD, TCDRS | 457 Deferred
. Dental & AD&D, & Compensation
acation, Per 1, ete. ?
(Vacation, Personal, etc.) Vision Dependent Plan
Insurance Life
Health District, Coasta) Health & Wellness, and GAAA Administrative Staff
Full-time with benefits (at least .
40 hours per week) Fl.ln benefits in accord'ance Yes Yes Yes Yes
with Employee Leave policy
Part-time with benefits (at least
29 hours per week) No Yes No Yes No
Part-time without benefits (less
than 29 hours per week) No No No Yes No
*Temporary/Seasonal No No No No No
GAAA Field Staff
Full-time with bencfits (at least .
48 hours per week) F]f” benefits in accoerce Yes Yes Yes Yes
with Employee Leave policy
Part-time (at least 24 hours per
month) No No No Yes No




*Temporary/Seasonal Employee — an employee who is hired for the duration of a specific project, to fill
a position until a non-temporary candidate is hired, is a seasonal position, or is free to accept or decline a
work offer on a daily basis.

Compensatory Time — hours worked over 40 hours *actually worked in a workweek that are accrued at
time and one-half and can be used as time off (for FLSA non-exempt employees).

Overtime — time and one-half compensation for time worked that puts the employee over 40 hours
*actually worked in the workweek (for FLSA non-exempt employees).

Flex-time — for exempt employees only. Flex-time is an adjustment of the employee’s routine schedule
in consideration of pre-approved time worked beyond routine (ex. beyond 8-5) to achieve a minimum
workweek of 40 hours. Flex-time must be pre-approved by the supervisor and typically occurs in the
same work week. Flex-time does not accumulate beyond the two week pay period.

Alternate Work Schedule — set work hours which do not fall within the District’s normal business hours.

Hours of Operation

The normal business hours of the District are 8:00 A.M. to 5:00 P.M. Monday through Friday. Regular
District office hours for most employees correspond to these hours with one hour for lunch for a total
workweek of 40 hours. Coastal Health & Wellness hours include additional evening and weekend hours
per Health Resources and Services Administration (HRSA) and Governing Board policy (Reference:
CHW Clinic Operational policy). GAAA field hours of service are 24/7. A typical workweek is two
shifts, 24 hours in length with one to three days off in between (Reference: GAAA Standard Operating
Guidelines).

Alternate Work

All employees should be scheduled in such a way that business needs are met and business continues.
Executive managers may implement alternate work schedules for employees if such implementation is
feasible, within operating budget, and does not impact service delivery. Should an employee desire to
work on an alternate work schedule that falls outside of the regular hours of operation in their area of
service on a temporary basis, the employee must submit a written request to the executive manager who
will seek approval from the Chief Executive Officer or designee for Public Health and GAAA
employees or the Executive Director for Coastal Health & Wellness employees.

The Fair Labor Standards Act

The Fair Labor Standards Act (FLSA) is a federal law that governs wages, hours and working
conditions. The District’s workweek for FLSA purposes includes the time between 12:01 AM.
Thursday morning and 12:00 midnight Wednesday.

FLSA Exempt Employee
For District purposes, a FLSA exempt employee is one who is not subject to the overtime provisions of

the FLSA due to an executive, administrative or professional exemption.




In consideration of excess hours worked due to extenuating circumstances, administrative leave may be
granted on a case-by-case basis by the Chief Executive Officer or designee for Public Health and GAAA
employees or the Executive Director for Coastal Health & Wellness employees. Such leave may be with
or without pay. Compensatory and overtime pay does not apply to exempt employees. The next level of
supervision may approve flex-time for exempt employees as defined above. (For emergencies or
disaster circumstances refer to the GCHD Emergency Operations policy).

FLSA Non-exempt Employee
For District purposes, a FLSA non-exempt employee is one who is subject to the overtime provisions
of the FLSA. When such an employee works extra hours the employee is eligible for:

» cquivalent compensation (hour-for-hour compensatory time) for time worked which does not
put the employee over 40 hours *actually worked in the workweek;

* time and one-half compensation (overtime) for time worked that puts the employee over 40
hours *actually worked in the workweek; or

» time and one-half off (compensatory time) for time worked that puts the employee over 40
hours *actually worked in the workweek.

*Actual hours worked are those hours an employee is performing District duties/business. Such hours
do not include time the employee is on leave or off duty due to a holiday.

A FLSA non-exempt employee must be compensated (either in pay or in time off) for all time worked.
If approval is not received to work the extra time, the employee must be counseled regarding the
requirement to receive proper approval and informed that corrective disciplinary action up to and
including dismissal may be taken for future incidents.

Time worked over 40 hours will be compensated with compensatory time. However, programs
designated by the Chief Exccutive Officer or designee for Public Health and GAAA employees or the
Executive Director for Coastal Health & Wellness employees may receive paid overtime if budget
allows and it is within state and federal requircments. GAAA employees will receive paid overtime for
working special events in lieu of comp time.

Holidays

Employees on Part-time Status
An employee who is part-time does not receive holiday pay. Should a part-time employee work on a
District recognized holiday, he/she will receive straight pay for those hours worked.

Should the holiday fall on a day that the employee is not regularly scheduled to work, he/she will not
receive holiday pay.




Employees on Full-time Status
A full-time with benefits employee receives holiday pay equal to eight hours for holidays not worked.

Should the employee work on a District recognized holiday, and already worked 40 regular hours that
pay week, he/she will receive time and one half (compensatory time) for the time worked on the holiday
and eight hours holiday pay.

Should the employee work on a District recognized holiday, and did not work 40 regular hours that pay
week, he/she will receive straight pay for the time worked on the holiday and eight hours holiday pay.

Examples:

#1

#2

The pay week is Thursday — Wednesday. The employee works the following schedule:

Thursday 8 hours

Friday Holiday (works six hours)
Saturday off

Sunday Off

Monday 8 hours

Tuesday 8 hours

Wednesday 8 hours

The employee will be paid the following:

32 regular hours

8 hours holiday pay

6 hours (straight time) for time worked on the holiday will be added to the employee’s comp-time

balance

The pay week is Thursday — Wednesday. The employee works the following schedule:

Thursday 10 hours

Friday Holiday (works 6 hours)
Saturday 8 hours

Sunday off

Monday 10 hours

Tuesday 10 hours

Wednesday 8 hours
The employee will be paid the following:

40 regular hours

9 overtime hours (6 howrs at time and a half) added to the employee’s comp-time balance

9 overtime hours (6 hours at time and a half for time worked on the holiday) added to the
employee's comp-time balance

8 holiday hours added to the employee’s comp-time balance




#3 The pay week is Thursday — Wednesday. The employee works the following schedule:

Thursday 8 hours

Friday Holiday(works 6 hours)
Saturday off

Sunday Off

Monday 8 Vacation

Tuesday 8 Personal Leave

Wednesday 8 hours
The employee will be paid the following:

16 regular hours

6 hours (straight time) for time worked on the holiday

8 vacation hours

8 personal hours

8 hours of holiday pay will be added to the employee's comp-time balance

Remember: Time worked over 40 hours will be compensated with either compensatory time or
overtime, if budget allows and it is within state and federal requirements.

GAAA field employees receive up to cight hours of holiday pay at the straight time rate for time worked
on the holiday.

Employees on Alternate Work Schedules Due to Requirement in Program Area

A full-time with benefits employee on an alternate work schedule receives up to eight hours of holiday
pay for holidays not worked. The remainder of regularly scheduled time will be taken from either
vacation, personal or compensatory time (whichever is available).

Should the employee work on a District recognized holiday, and already have worked 40 regular hours
that pay week, he/she will receive time and one half (compensatory time) for the time worked on the
holiday and eight hours holiday pay.

Should the employee work on a District recognized holiday, and has not worked 40 regular hours that
pay week, he/she will receive straight pay for the time worked on the holiday and eight hours holiday

pay.
Examples:

#1 The employee is regularly scheduled to work ten-hour days Monday through Thursday and the
District recognized holiday falls on a Monday. The employee will receive 30 regular hours,
eight holiday hours, and must use vacation, personal, or compensatory lime to make up the
remaining two hours.

#2 Should the employee be regularly scheduled to work ten-hour days Monday through Thursday,
and the District recognized holiday falls on a Friday, the employee will have eight hours (for the
holiday) added to his/her comp-time balance.




Employee Responsibilities
Both Exempt and Non Exempt employees are responsible for filling out timesheets within the deadlines

set for each pay period. Every other Wednesday timesheets should be submitted by the established
deadline. Each department may have its own expectations on the payroll deadline. Occasionally, due to
holidays, the deadline will be altered, but proper notification shall be sent to all staff by the Accounting
Team. If an employee neglects to fill out a timesheet or misses the set deadline, they may face
disciplinary action up to and including termination.

1t is the employee’s responsibility to:

= receive approval from his/her supervisor prior to performing work duties outside the regular
work hours (unless an emergency situation makes prior approval impractical);

» record compensatory time and overtime in accordance with leave reporting instructions
provided by the accounting department (Reference: GCHD All Hazards Emergency
Management Plany,

= report timesheet issues and concerns to their supervisor and the 1T Help desk;

* in the event of an emergency or after hour situation, the employee is to report time worked to
the immediate supervisor the following business day; and

» follow time clock procedures, if applicable.

Supervisor Responsibilities
It is the Supervisor’s responsibility to:

= review the bi-weekly leave report provided by payroll to ensure excessive compensatory time
and/or vacation hours are not being accrued that may impact budget;

» inform employees of carryover limits per the Employee Leave policy and possible loss of
accrued time (Reference: GCHD Employee Leave policy);

= counsel the employee regarding the requirement to receive proper approval for working hours
in excess of 40 during a work week and inform the employee that corrective disciplinary
action up to and including dismissal may be taken for future incidents if prior approval is not
received to work extra time;

= only approve paying overtime according to budgetary limits and with the approval of the
Chief Executive Officer or designee for Public Health and GAAA employees or the
Executive Director for Coastal Health & Wellness employees;

» ensure staff are appropriately compensated for time spent performing duties as a District
employee outside regular working hours;

» ensure electronic timesheets are completed properly and submitted according to deadlines;

= allow employees to take compensatory time when requested, provided that its use does not
disrupt necessary work activities; and

= grant the use of flex time when appropriate.

Excessive compensatory time balances may have a negative financial impact on the budget and program.
Supervisors are responsible for monitoring the accrual and use of compensatory time to ensure that
excessive amounts of compensatory time are not being accrued by employees. In general, balances of




over 40 hours are considered excessive. As a result, supervisors are expected to work with employees to
ensure time off is scheduled within a reasonable time period after compensatory time is accrued.

Recording and Use of Compensatory and Overtime
Compensatory time and overtime are recorded and used in 15-minute (one quarter of an hour)

increments. Compensatory and/or overtime earned and/or used must be reported on the electronic
timesheet during the pay period it is earned and/or used.

Payment for Compensatory and Overtime

Accrued but unused compensatory time will be paid when the FLSA non-exempt employee leaves
employment with the District for any reason, transfers from one payroll fund to another, or transfers to
an exempt position or part-time non-exempt position.

Violation
Violation of this policy may result in appropriate corrective disciplinary action, up to and including
suspension or dismissal.

Law
It is the intent of this policy to be in compliance with the Fair Labor Standards Act and Texas Payday
Laws.




Employee Ethics, Standards of Conduct, "% oo
. -Effective  10/01/2004
and Conflict of Interest

Audience

This policy applies to all Galveston County Health District, Galveston Area Ambulance Authority, and
Coastal Health & Wellness (collectively “the District”) employees, volunteers, students and contractors
(business associates).

Policy
Tt is the District’s policy that the highest level of ethics be maintained by employees in accomplishing

their duties while serving our customers and the residents of Galveston County.

General Conduct
The District employees must avoid any action that might result in or give the appearance of:

using their public positions for private gain;

» giving unlawful preferential treatment to anyone;

* Josing objectivity or impartiality;

» making a governmental decision outside of official channels;

» adversely affecting the public’s confidence in government; or

» doing personal activities while on the District’s business and paid duty.

The District’s employees must not:

= participate in gambling, betting, or lotteries on the District’s property;

» intentionally subject another to mistreatment or to arrest, detention, secarch, seizure,
dispossession, assessment, or lien that they know is unlawful;

= make a terrorist threat or threat of retaliation against another employee, supervisor, or managet;

*» intentionally deny or impede another in the exercise or enjoyment of any right, privilege, power,
or immunity, knowing their conduct is unlawful;

» acquire or aid another to acquirc a pecuniary interest in any property, transaction, or enterprise
that may be affected by information to which they have access in their official capacities and
which has not been made public;

» gpeculate or aid another to speculate on the basis of information to which they have access in
their official capacities and which has not been made public;

= coerce another public servant in the performance of his/her official duty or to violate a known
legal duty;

= privately address a communication to any public servant who exercises or will exercise official
discretion in an adjudicatory proceeding (court or administrative) in order to influence the
outcome on a basis other than as allowed by law;

= influence a witness or prospective witness in an official proceeding to lie, withhold evidence, or
fail to appear at the proceeding;

» harm or threaten to harm another person by any unlawful act in retaliation for the person being a
public servant, witness, or informant;

» use Health District property for political activity;

1



» review, inspect, or determine eligibility of a relative seeking governmental benefits. Employees
are expected to defer relative to another worker or scek supervisory review and approval of the
final determination of service eligibility;

* manage, supervise or participate in the hiring process of a relative through affinity (marriage) or
consanguinity (blood); or

= cngage in any form of romantic relationship as a supervisor and subordinate employee that could
potentially have the appearance of creating or promoting favoritism or special treatment for the
subordinate employee.

Personal Interests, Employment, and Business Activity

The District employees must not:

» have any interest or engage in any business activity or employment that conflicts or interferes
with the performance of their duties for the District;

*» have, either directly or indirectly, any financial or other personal interest in any contract or
subcontract in connection with a District project if authorized in their official capacity to take
part in negotiating, making, accepting, or approving such contract or subcontract or performing
any duty for the District in connection with such contract or subcontract;

= accept other employment or engage in business or professional activities that could require or
cause them to reveal confidential information acquired through their official position;

» accept other employment or compensation that could hinder their independence of judgment in
the performance of their official duties;

» make personal investments that create or could reasonably be expected to create a substantial
conflict between their personal interests and the public interest;

» use official information that is not available to the public for the purpose of furthering their own
private interests;

= take part in any personal or business financial transaction that relies on information obtained
through their official position; or

= mis-apply anything of value belonging to the District that has come into their custody or
possession by virtue of his or her employment. The employee must use government property for
governmental purposes, not for personal or private purposes.

Acceptance of Honorarium
Section 36.07 of the Texas Penal Code provides in part:

(a) A public servant commits an offense if the public servant solicits, accepts, or agrees to accept
an honorarium in consideration for services that the public servant would not have been
requested to provide but for the public servant’s official position or duties.

Therefore, District employees must not solicit, accept, or agree to accept an honorarium in consideration
for services that the employee would not have been requested to provide but for the employee’s official
position or duties. This does not prohibit an employee from accepting transportation, meals, and lodging
expenses in connection with a conference or similar event when allowed by law for official District
business.




A District employee may accept an honorarium if the employee is asked to provide services which are
not requested because of the employee’s official status. In such cases, the employee must receive
advance approval, take appropriate leave, and not use District resources in performing the services (¢.g.,
a District employee is asked to speak at a conference solely because of his/her recognition as an expert
in a particular field and not because of his/her official District position).

Prohibition of Gifts, Benefits, and Favors
District employees must not:

= solicit, accept, or agree to accept any benefit, gift, favor, or service that might reasonably
influence them in the performance of their duties;

= solicit, accept, or agree to accept any benefit, gift, favor, or service that he or she knows or
should know is being offered for the purpose of influencing his or her official conduct or for
having performed official duties in favor of another;

= solicit, accept, or agree to accept any benefit, gift, or favor from a person or business who is
regulated by the District;

= offer, confer, or agree to confer on another person or solicit, accept, or agree to accept from
another person or business any benefit as consideration for the recipient’s decision, opinion,
recommendation, vote, or other exercise of discretion or for a violation of a duty imposed by law
on an employee;

« solicit, accept, or agree to accept any benefit from a person or business against whom the District
has litigation pending or contemplated;

» solicit, accept, or agree to accept any benefit from a person or business interested in any contract,
purchase, payment, claim, or transaction involving the exercise of the employee’s discretion; or

= solicit, accept, or agree to accept any benefit from a person or business interested in any District
matter before the employee.

District employees who are or will be witnesses in an official proceeding must not solicit, accept, or
agree to accept any benefit on the understanding that the employee will lie, withhold evidence, or fail to
appear at the hearing.

Use of Health District Vehicles
When using a District-owned vehicle, District employees will:

= only use the vehicle for official District business;

= pot drive the vehicle under the influence of alcohol or illegal drugs;

» not drive the vehicle when taking medication that impairs their ability to drive safely;

» not use the vehicle to transport intoxicating alcohol, dangerous or illegal drugs, or firearms;

= not smoke in the vehicle; and

= comply with other specifics listed in the Safety and Risk Management policy and Safety Manual.

Standards of Conduct and Conflict of Interest
District employees must adhere to the following regulation which is from Section 572.051 of the
Government Code, titled Standards of Conduct and Conflict of Interest:




A District employee should not:

= accept or solicit any gift, favor, or service that might reasonably tend to influence the officer or
employec in the discharge of official duties or that the officer or employee knows or should
know is being offered with the intent to influence the officer’s or employee’s official conduct;

« accept other employment or engage in a business or professional activity that the officer or
employee might reasonably expect would require or induce the officer or employee to disclose
confidential information acquired by reason of the official position;

= accept other employment or compensation that could reasonably be expected to impair the
officer’s or employee’s independence of judgment in the performance of the officer’s or
employee’s official duties;

= make personal investments that could reasonably be expected to create a substantial conflict
between the officer’s or employee’s private interest and the public interest; or

= intentionally or knowingly solicit, accept, or agree to accept any benefit for having exercised the
officer’s or employee’s official powers or performed the officer’s or employee’s official duties in
favor of another.

Political Contributions

No funds or assets of the District may be contributed to any political party or organization or to any
individual who either holds public office or is a candidate for public office. The direct or indirect use of
any funds or other assets of the District for political contributions in any form, whether in cash or other
property, services, the use of facilities, or the use of any computer software or hardware, is strictly
prohibited. The District also cannot be involved with any committee or other organization that raises
funds for political purposes. This rule applies both inside and outside the United States, except in those
cases permitted by law and expressly authorized by the Galveston County United Board of Health
and/or County Judge.

Following are examples of prohibited activities:

= Contributions by an employee that are reimbursed through expense accounts or in other ways.

» Purchase by the District of tickets for political fund raising events.

» Contributions in kind, such as lending employees to political parties or using District assets in
political campaigns.

= Indirect contributions by the District through suppliers, funding sources, or agents.

»  Printing of political information for distribution or other political activities.

Government Officials

The District is legally prohibited from offering, promising, or bestowing money, gifts, loans, rewards,
services, jobs, use of facilities, lavish or extensive entertainment, or other favors fo a governmental
official, employee, or potential employee with a view toward influencing or inducing such official or
employee to use his/her influence to effect an action or decision.

This includes any employee of a federal, state or local government agency.

No employee of the District will offer, give, or promise to offer or give, directly or indirectly, any
money, gratuities or other thing of value to any governmental employee with current or possible




responsibility on an award of the District. A gratuity includes any gift, favor, entertainment or other
item having monetary value. This phrase includes services, conference fees, vendor promotional
training, transportation, lodging and meals, as well as discounts and loans not available to the general
public.

Bribery: As a public servant, you commit the offense of bribery if you solicit, offer, or accept a “benefit” in
exchange for your decision, opinion, recommendation, vote, or other exercise of official discretion, District
employees must:

= not make a payment either directly or indirectly or as a kickback to influence someone elsc;

* not accept anything of value from someone who wants to do business with the District; and

= report the matter to his/her supervisor immediately if he/she is asked to make or accept a
payment or gift in any form prohibited by this policy.

Political Activity
The Hatch Act and the Intergovernmental Personnel Act of 1970 preclude federal funds from being used
for partisan political purposes of any kind by any person involved in the administration of federally
assisted programs.

Employees of the District are precluded, during periods of compensated time, from lobbying, preparing
political publications or materials, making partisan political speeches or engaging in related lobbying
activities intended to influence legislation or to promote a political party or candidate.

Employee Responsibilities
it is the employee’s responsibility to:

» review the District policies and procedures;

= request clarification when necessary,

= adhere to the policies;

= notify his/her supervisor of any actions that are or have the appearance of being unethical;

= defer relative to another worker or seek supervisory review and approval of the final
determination of service eligibility;

» submit a written request for dual employment through his/her supervisor to Human Resources
for executive management review and consideration; and

= notify their next level manager immediately, as well as the Human Resource Manager, if they are
engaged in a form of romantic relationship as a supervisor and subordinate employee, at which
time executive management will review on a case-by-case basis to prevent any actual or potential
conflict of interest.

Supervisor Responsibilities
It is the supervisor’s responsibility to:

» understand and follow this policy;

= inform existing employees about this policy;

» refer employee’s written request for dual employment to Human Resources for exccutive
management consideration.




» counsel employees who need guidance or redirection; and
» take or recommend appropriate corrective disciplinary action when necessary.

Exceptions
An employee may request a review of proposed activity, in writing, to the Compliance Officer/ General

Counsel in advance of the start of the activity for approval. . Certain activities deemed as employee
betterment activities will also be considered.

Violation

Violation of this policy may result in appropriate corrective disciplinary action, up to and including
suspension or dismissal; and/or, in some instances, a referral to federal, state and/or local law
enforcement agencies.

Laws

It is the intent of this policy to be in compliance with OMB Circular A-110, Section 572.051 of the
Government Code, the Texas Penal Code, the Intergovernmental Personnel Act of 1970, the Hatch Act,
and the Texas Ethics Commission.




-Approved
UBOH  03/28/2018

Emergen Cy Ope rations Effective _01/29/2009

Audience

This policy applies to all Galveston County Health District, Galveston Area Ambulance Authority,
and Coastal Health & Wellness (CHW) (collectively “District”) employees, volunteers, and
contractors.

Eolicy

Tt is the District's policy that all employees fulfill their respective emergency response duties during
a declared emergency. There is a specific group of emergencies that shall statutorily compel the District
and select personnel to respond accordingly.

ChicfFxecutive Officer / CHW Executive Director
In the event of an emergency declared by either the County Judge or Local Health Authority, the Chief
Executive Officer or designee, and the CHW Executive Director or designee shall have the authority to
control the purview of their respective District operational domains and associated employees by:
= Expanding and/or altering operations;
+ Reducingservices;
» Permitting employees to evacuate the District and setting terms of said evacuation;
= Approving the emergency expenditure of funds;
» Granting emergency leave as needed due to extenuating circumstances (Reference: Employee
Leave Policy);
» Paying overtime to non-exempt and exempt employees outside of the normal payroll process;
» Waiving or changing regular fees; and
+ Taking other actions deemed necessary to protect the health and safety of the citizens of
Galveston County.

Depending upon the type and scope of emergency, employees shall be designated either as essential or
non-essential employees by the Chief Executive Officer, CHW Executive Director, or designee.
Accordingly, it is the responsibility of the employee to contact his/her supervisor to determine if he/she
has been deemed essential or non-essential as a result of the circumstance.

Non-essential employees are defined as employees whose presence is unnecessary in the implementation
of all or some portions of the A/l Hazards Emergency Management Plan, or in sustaining the continuity
of other District operations as deemed necessary by the Chief Executive Officer or CHW Executive
Director, but who cannot leave their positions until released by their supervisor. Non-essential employees
are responsible for:
» If evacuated and/or temporarily relieved of their duties as a result of the emergency, calling the
District's emergency number (409-938-2489) on a daily basis for return to duty information;
 Remaining in contact with his/her supervisor regarding assignments and return to duty
information; and
» Remaining abreast of the emergency situation by monitoring radio, television, internet and other
means of communication for relevant instruction.

are defined as employees whose presence is critical in implementing at least some
aspect of the All Hozards Emergency Management Plan. Any exempt or non-exempt employee may be
deemed essential inorder to provide for the safety and well-being of the general public or for the restoration of
vital services before, during and/or after an emergency circumstance. Such personnel typically include, but
are not limited to, executive managers and staff, PHEP staff, and EMS employees as well as other
individuals who are required within the course and scope of their employment to provide services for the
benefit of the general public during emergency situations. The Chief Executive Officer, CHW
Executive Director or designees shall determine which essential employees are required to
remain in the workplace, county or otherwise designated location during an emergency.



All employees are required to annually complete an Employee Hurrj Location (Reference: Ali
Hazards Emergency Management Plan) and submit a copy to their supervisor and the Public Health
Emergency Preparedness Supervisor. It shall remain the employee’s responsibility to pre-plan the
safeguarding and/or relocation of his/her family before the employee is required to report to the District
for his/her respective duty during an emergency situation.

Non-E tial 1 E ial Empl C .
(Reference: All Hazards Emergency Management Plan)

If a public health emergency/disaster situation occurs or a Disaster Declaration is issued for any
jurisdiction which may incorporate crucial services provided by the District or its employees, both exempt
and non-exempt employees may be compensated in accordance with the following clauses.

1. Non-essential emplovees released from duty by the Chief Executive Officer, CHW
Executive Director or designee may receive compensation (disaster pay) at their regular rate
of pay until they are expected to return to work, or the expiration of three (3) working days
— whichever event occurs sooner.

2. Essential emplovees performing District responsibilities during declared emergencies shall
be paid in accordance with the terms set forth below.

During such circumstances, non-exempt employees shall be paid their regular wage for the
first forty (40) hours they work during the work week, which shall always begin and reset
each Thursday at 12:01 am, and one-hundred fifty percent (150%) their regular wage for
every hour worked thereafter. Exempt employees undertaking District responsibilities
during a declared emergency may, at the discretion of the Chief Executive Officer or CHW
Executive Director, be paid at straight-rate of their average respective hourly pay
(individual weekly salary/40) for every additional hour worked in access of forty (40)
hours. Likewise, the work week for exempt employees shall begin and reset every
Thursday at 12:01 am.

This policy may be modified in emergency situations as deemed necessary by the
Chief Executive Officer, CHW Executive Director, or designee. Each emergency approval
made by the Chief Executive Officer, CHW Executive Director or desighee will be brought
to the respective Board at the next board meeting for review and ratification.

Each employee shall be responsible for:

+ Understanding and following this policy, and seeking clarification from his/her
supervisor if unsure about any portion of the policy or charged responsibilities during a
declared emergency;

+ Calling the District's emergency number daily at (409) 938-2489 for return to duty
information;

e Contacting histher supervisor to determine if he/she is considered a non-essential or
essential employee;

+ Reporting to work and possibly performing duties outside of his/her current job description
to assist during emergency circumstances, as delegated by the Chief Executive Officer,
Executive Director, or designee;

» Remaining in contact with his/her supervisor regarding specific assignments and return to
duty information;

« Remaining abreast of the emergency situation by monitoring the radio, television and/or internet for
work-related instructions;

s Referring to the ICS chart and/or his/her supervisor for assigned roles during an emergency; and

* Providing atelephone contact outside of the potential evacuation area via the Employee Hurricane
Location Form to act as a point of contact between the evacuated employee and their supervisor.



The District has established numerous contractual agreements and procedures with entities in and around
Galveston County that address how the District shall partner with these entities to engage in rescue and
safety collaborations during declared emergencies and muitiple other incidents which may pose a threat
to the health, safety and/or wellbeing of arca residents. Depending upon the posed circumstance,
employees shall abide by specific instructions as delineated in the A/l Hazards Emergency Management
Plan, or as set for in Point of Distribution or other specified agreements, which are retained in the
District’s contract library, MediTract.

The District has established administrative controls necessary to manage the expenditure of funds and to
provide reasonable accountability and justification for expenditures made to support emergency
operations. This shall be done in accordance with the established local fiscal policies and standard cost
accounting procedures. Records should be collected and centrally stored by event, to the maximum extent
possible. These procedures are explicitly defined in Section H of the District’s All Hazards Emergency
Management Plan.

s isor R ibiliti

In the event of an emergency situation, each supervisor is responsible for:

« Understanding and following this policy, and seeking clarification from his/her supervisor if
ambiguity or uncertainty about any portion of the policy or responsibilities during a declared
Cmergency exists;

= Communicating non-¢ssential and essential statuses to direct reports;

« Communicating expectations to essential employees regarding job duties during an emergency; and

» Orienting new and existing employees to emergency operations upon hire and annuaily
thereafter.

Law

It is the intent of this policy to be in compliance with provisions set forth by the District's 4
Hazards Emergency Management Plan, and by the Health Resources and Services Administration’s
Public Information Notice (PIN) 2007-15.

YViolati
Violation of this policy may result in appropriate corrective disciplinary action, up to and including
suspension or dismissal.



-Approved
UBCH 0372872018
-Effective  05/28/2004

Employee and Pre-hire Inmunizations and Screenings

Audience

This policy applies to all Galveston County Health District, Galveston Area Ambulance
Authority, Coastal Health & Wellness (collectively “the District”) employees, pre-hires,
volunteers, and students.

Policy

As a condition of employment, each pre-hire and current employee must provide proof of
meeting the recommended minimal immunizations requirements listed below. Any vaccine that
is given in a series, the pre-hire must show proof of getting the initial dosage prior to being
employed, but can get the final dosages provided by GCHD as an employee. Volunteers and
students are required to receive the same vaccinations as employees and at their own expense.
(Reference. Volunteer policy)

Employees who experience a job-related exposure are required to follow post-exposure
recommendations (including follow-up blood tests) as instructed by the employee health nurse.
Failure to follow post-exposure recommendations may result in corrective disciplinary action up
to and including dismissal.

Required c
Category | Employee Group Vaccine Vaccine Responsibility
Requirement
MMR, Tdap, Proof must be shown prior to
] All employces Varicella hire date.

Health Care Employees performing
tasks involving exposure to blood or Hepatitis B vaccine is required
blood-contaminated body fluids. For for state licensing.  Pre-hire

example, nurses, medical aides, All Category ] must show proof of beginning

2 providers, lab technicians, dentists, rec(|1u1remel_1t_s B series, GCHD will provide
dental assistants, EMS employees and and Hepatitis remaining dosages after hire
WIC staff. date.
Employees performing tasks { All Category 1 Pre-hires and Employees will

3 involving exposure to animals that | requirements be provided the vaccine by
may have rabies. and Rabies GCHD after hire date.

Tul losis S .

All employees will be required to receive baseline TB screening prior to their hire date. Any
employee exposed to TB will undergo post-exposure repeat screening.



Positive reactors will be evaluated by the TB Program Manager. Any employee found to have
active pulmonary tuberculosis will be excluded from the workplace while contagious.

Responsibilities
Each employee is responsible for:
o providing the Immunization Nurse Manager a copy of their immunization record
(if available) or proof of immunity, prior to their start date; and
o keeping immunizations up-to-date in accordance with this policy.
All supervisors are responsible for:
o working with the Immunization Nurse Manager to identify the category of
immunization requirements for each position;
o ensuring employees follow this policy;
o reporting non-compliance to the Chief Nursing Officer or designee; and
o taking appropriate corrective action against any employee who fails to follow this
policy.
The Human Resource Manager, or designee, is responsible for:
o incorporating vaccine requirements into individual job descriptions, and
o notifying pre-hires of requirements based on national guidelines adopted by the
Health District.
The Immunization Nurse Manager, or designee, is responsible for:
o working with the supervisor to identify the category of immunization
requirements for each position;
o screening pre-hires for compliance with vaccine requirements;
o establishing a system for tracking employee immunization records and assuring
ongoing compliance;
o notifying the employee and supervisor of requirements, need for vaccination, and
follow-up dates; and
o following protocols established by the Local Health Authority.
TB Program Managet
o Evaluates all positive Reactions of Pre-hires and employees

Violation of this policy may result in appropriate corrective disciplinary action, up to and
including suspension or dismissal.

EQ! ms

Employee Immunization Category



-Approved 372872018
UBOH
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Limited English Proficiency

Audience

This policy applies to all Galveston County Health District, Galveston Area Ambulance, and Coastal
Health and Wellness (collectively “the District”) employees, volunteers, students, and contractors
(business associates).

Policy
To ensure compliance with Title VI of the Civil Rights Act of 1964, the Galveston County Health District

sets forth the following policy for persons with limited English proficiency (LEP). The purpose of this
policy is to provide persons with limited English proficiency meaningful access to the District services
and benefits. No person will be denied access to the District services and benefits as the result of the
inability or limited ability to communicate in the English language. This policy shall apply to all the
District programs and services.

Risk and Safety Coordinator/ Director of Compliance Responsibilities
It is the Risk and Safety Coordinator’s responsibility to:

» coordinate with Patient Information and HR to provide effective language assistance and
identify resources that will be used to provide effective language assistance;

» assist employees in accessing language line and/or other available interpretation services; and

» investigate client complaints.

Supervisor’s Responsibilities
It is the supervisor’s responsibility to:

» ensure employees, patients or customers know resources are available to provide effective
language assistance; and
= document employee training on accessing or requesting language assistance.

Employee Responsibilities
It is the employee’s responsibility to:

= schedule sign language as needed and send information to the Accounts Payable clerk;

» utilize the Language Line to assist clients, as needed; and

» within one business day of accessing the Language Line, complete the Language Line Usage
form and forward the approved form to the Accounts Payable Clerk.

Laws
It is the intent of this policy to be in compliance with Title V1 of the Civil Rights Act of 1964.

Violation
Violation of this policy may result in appropriate corrective disciplinary action, up to and including
suspension or dismissal.







-Approved
UBOH  03/28/2018
-Effective  10/01/2004

Safety and Risk Management

Audience
This policy applies to all Galveston County Health District, Galveston Area Ambulance Authority, and
Coastal Health & Wellness (collectively “District”) employees, volunteers, and contractors.

Policy
It is the District’s policy to comply with applicable federal, state, and local standards in regards to safety
and risk management.

Personnel at all levels shall be accountable for the reporting of injuries and/or incidents, as well as the
prevention of job related injuries, illnesses and incidents. Every employee shall be required to comply
with all safety regulations, policies and procedures as set forth by the District, and the District will provide
the necessary support to ensure that comprehensive safety processes and policies are maintained.

Program Managers are responsible for developing program specific guidelines to address procedural
and/or other specific safety needs. Program specific guidelincs must be aligned with the Safety and Risk
Management policy, and The Employee Safety Manual.

fi -
For operations guided by the United Board of Health, a team of staff members shall comprise the
District’s Risk and Safety Sub-Committee, which will be responsible for reviewing
preventable incidents, offering recommendations for pertinent safety improvements and/or training and,
if approved, implementing these recommendations.

For operations guided by the Governing Board, the Quality Assurance Committee shall serve as the Safety
Committee and will be responsible for reviewing preventable incidents, offering recommendations for
pertinent improvements and/or training and, if approved, implementing these recommendations.

Programn Manager Responsibilities
It is the Program Manager’s responsibility to:
»  Assist the safety committees by ensuring safety recommendations are departmentally
implemented,;
» Document corrective actions when relevant to preventable safety incidents; and
= Ensure staff receives safety training and job-related supplics and equipment as deemed
applicable to staff members’ scope of employment.

\. dl)
It is the
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Risk and Safety Coordinator’s responsibility to:

= Work with the safety committees to develop comprchensive safety guidelines to include
reporting procedures and processes, carrying out incident investigation procedures, and
education and training staff about safety plans and policies;

»  Conduct surveys, audits and inspections;

* Prepare and submit required safety reports to the safety committees;




Assist in implementing safety guidelines;

Act as a resource to management and employees on matters concerning safety and risk
management,

Collect and track training records and accident data;

Review accident and incident reports for accuracy and completeness; and

Retain all records and information related to investigations, trainings, and meetings in
accordance with record retention guidelines.

Emplovee Responsibilities

District employees shall remain responsible for:

Practicing safety in the workplace at all times;

Contacting emergency services immediately if he/she suspects any behavior that is

life threatening or poses safety or security risks;

Understanding and following policies, procedures, and/or guidelines related to safety
and risk management;

Attending safety trainings, as required;

Complying with job-related program requircments;

Utilizing personal protective equipment (PPE) properly and in accordance with
departmental procedures;

Immediately reporting at-risk conditions, behaviors, accidents, and incidents to his/her
supervisor, and the Risk and Safety Coordinator via an Employee Incident or Injury
Report form;

Immediately reporting on-the-job injuries or exposures to his/her supervisor, and the Risk
and Safety Coordinator via an Incident Report form, gad following necessary steps as
outlined in the Infection Control Plan (if applicable);

Completing an Employee Incident or Injury Report Form as soon as possible, and
absolutely no later than twenty-four (24) hours after occurrence of the injury or
¢xposure; and

Accepting safety as a personal responsibility and remaining aware of the safety and general
wellbeing of other employees, clients and the general public.

S isor Responsibiliti

It is a supervisor’s responsibility to:

Understand and follow policies and procedures related to safety and risk management;
Inform and educate employees about policies and procedures related to safety and
risk management;

Develop and train employees about program specific safety guidelines;

Train employees on how to properly use and store personal protective cquipment (PPE);
Document all trainings;

Report all accidents and incidents in accordance with District policy and guidelines;
Identify unsafe and hazardous working conditions and initiate corrective measures;
Counsel employees requiring guidance or redirection;

Take or recommend appropriate corrective disciplinary action when necessary; and
Promote safety within his/her specific work area by setting an example of safe behavior.




Violation of this policy may result in appropriate corrective disciplinary action, up to and including
suspension or dismissal.

Forms
- Employee Incident or Infury Report




-Appraved
UBOH 3/28/2018

-Effective  08/30/04

Workers’ Compensation
Audience
This policy applies to all Galveston County Health District, Galveston Area Ambulance Authority, and

Coastal Health & Wellness (collectively “District”) employees who have voluntarily opted out of their
common law right as a class-member to the Worker’s Compensation Act.

Policy
It is the District’s policy to be in compliance with and follow the minimum requirements of the Texas
Workers’ Compensation Act (TWCA), which covers:

=  On-the-job injury: An event or occurrence in the course and scope of employees’
designated work which results in damage or harm to the body; and

= Qccupational illness: An illness contracted by an employee due to a condition or exposure
present in the workplace which the employee otherwise wouldn’t have been exposed to.

Workers’ Compensation benefits are provided through a Third Party Administrator (TPA) who
determines if claims are compensable. If a claim is compensable, the TPA may provide compensation
and medical benefits in accordance with the TWCA.

Reporting

An employee who sustains an injury or exposurc in the course and scope of employment must
immediately notify his/her supervisor and the Risk and Safety Coordinator. The employee must also
complete an Employee Incident or Injury Report form, which is available on the employee extranet site,
as soon as possible and no later than twenty-four (24) hours after occurrence of the injury or exposure. A
drug and/or alcohol test may be performed on employees sustaining a work-related injury or exposure in
accordance with executive guidelines and the Drug-Free Workplace policy.

Those occupational illnesses and/or exposures which require post exposure management will be handled
in accordance with the District’s Infection Control Plan, which outlines prevention, reporting and follow-
up requirements.

If an employee sustains an on-the-job injury which renders him/her unfit for performing the duties of the
job and it is deemed compensable by TPA, the employee will receive pay as follows:

e Ifthe employee is out on workers’ compensation for less than eight days, the employee has the
option to utilize his/her vacation and personal leave for up to the first seven days off work.

e Beginning on the eighth day and for any days thereafter that the employee is unfit for duty, the
employee will not be able to utilize his/her vacation or personal leave. The employee shall
receive payments from the TPA in accordance with the law, via checks issued directly to the
employee from the TPA,

» Employces out due to a compensable workers’ compensation injury will not accrue paid benefits,
such as vacation and personal leave and will not be paid for holidays; however, this time period
will be credited service toward vesting for the employee’s retirement and longevity. Employees
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It is the employee’s responsibility to:

» Know and follow safety policies and procedures;

= Report any injury or exposurc immediately to the supetvisor and Risk and Safety Coordinator
as soon as possible and no later than twenty-four (24) hours after occurrence of the injury or
€XpOosure;

= Complete the Employee Incident or Injury Report form and return it to Risk and
Safety Coordinator within twenty-four (24) hours of the injury or exposure;

»  Seek treatment from an in-network provider on the Alliance network (unless emergency
circumstances dictate otherwise);

» Provide a notarized statement to the Risk and Safety Coordinator within ten (10) calendar
days of the employee sustaining a work related illness or exposure;

» Complete baseline testing within ten (10) calendar days if the employee sustains a work-related
exposure;

» If medical attention is necessary, inform the treating provider that return to work opportunities
may be available to accommodate the employee’s inhibited physical abilitics;

= Notify the Risk and Safety Coordinator immediately if the employee’s work status changes;

=  When released by the treating provider to return to work, the employee shall present clearance
paperwork to the Risk and Safety Coordinator and Human Resources, and notify these parties of
the employee’s next regular shift as assigned by his/her supervisor;

= Comply with TPA procedures and TWCA regulations;

= Cooperate with and assist the TPA representative(s) handling the workers’ compensation case;
and

» Stringently follow all orders and restrictions made by providers while at home and at work.

Supervisor Responsibilities
It is the supervisor’s responsibility to:
=  Assist in obtaining immediate medical attention for the injured worker, as deemed appropriate;
= Notify the Risk and Safety Coordinator immediately and no later than twenty-four (24) hours of
the injury/illness;
= Ensure that an Employee Incident or Injury Report form is completed and sent to the Risk and
Safety Coordinator as soon as possible and no later than twenty-four (24) hours following
occurrence of the injury or exposure;
»  Ensure the injured worker with restrictions understands to not violate restrictions; and
» Report any incidents in which the injured worker violates medical restrictions to Risk and Safety
Coordinator.

R: ibilitj
It is the Risk and Safety Coordinator’s responsibility to:

» Ensure the District’s compliance with the Workers® Compensation Act;

=  Work with the injured employee’s supervisor to find a bona fide opportunity that’ll enable the
employee to return to work;

» Monitor workers' compensation claims and serve as a liaison between the employee and the TPA;

=  Maintain a log of accidents and injuries, train employees on proper reporting of incidents, and
make official recommendations to supervisors pertaining to training of common incidents;

» Regularly communicate with the injured worker and supervisor during the employee’s time
away from work and monitor progress of the employee during his/her recovery period;

»  Attend medical appointments as necessary; and
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» Determine if the employee’s absence meets requirements to be designated as FMLA in
accordance with the Family and Medical Leave Act. (Reference: Family and Medical Leave
Act.)

~Retaliation
Texas law prohibits retaliation against an employee because the employee in good faith filed a workers’
compensation claim, hired an attorney, testified or will testify in a workers’ compensation proceeding.

Law

It is the intent of this policy to be in compliance with the Texas Workers® Compensation Act and
Uniformed Services Employment and Reemployment Rights Act.

Yiolation
Violation of this policy may result in appropriate corrective disciplinary action, up to and including
suspension or dismissal.

Lorms
- Employee Incident or Injury Report




-Approved
UBQOH  03/28/2018
-Effective 06/18/2003

Work Environment

Audience

This policy applies to all Galveston County Health District, Galveston Area Ambulance Authority, and
Coastal Health & Wellness (collectively “the District”) employees, volunteers, students and contractors
(business associates).

General Policy
The District is responsible for promoting a work environment free of hostile, intimidating, threatening,

humiliating, bullying, or violent behavior in which customers and employecs can conduct official
business. The District intends for its work environment to be safe, positive, respectful, and productive,
and has zero tolerance for behavior, actions, or language that is not conducive to that type of
environment.

Employees are expected to act in a manner which acknowledges their responsibility in helping the
District achieve this goal through such things as adherence to the District’s I CARE values,
maintaining a safe and functional work area, properly using District office materials/machines and
assisting in the effort to maintain a harassment-free, retaliation-free, and violence-free workplace as
outlined below,

An employee who violates this policy and/or a supervisor who knows about and fails to report the
violation or take appropriate cotrective action against such an employee is subject to corrective action
up to and including dismissal.

The District’s I CARE Values:
The District employees are expected to adhere to the District’s | CARE values as follows:

« Integrity - We are honest, trustworthy and transparent in all we do.

« Customer Service — We are committed to providing exceptional customer service.

« Accountability - We hold ourselves to high standards and take responsibility for our actions.

« Respect - We uphold a standard of conduct that recognizes and values the contributions of all.
« Equality - We equally value and serve all members of the community.

Public service is a public trust. As public servants, we will be fair, open, ethical, responsive,
accountable, and dedicated to the public we serve. We foster a work environment that makes the best
use of available resources. In so doing, we will make the District an example of leadership and
excellence. We will be guided by the I CARE values.

Work Areas

Work arcas are expected to be maintained in a manner which adheres to safety rules, assists staff in
doing their jobs, and projects the District’s commitment to providing quality service. Work areas must
be secured in a manner which allows for accessibility by authorized persons as designated by the
supervisor. Staff must not use, duplicate, or possess keys to District work sites without proper




authorization. Unauthorized persons require management approval to access District work sites.
Visitors are to be appropriately identified.

Equipment Use
The District computer hardware and software, copy machines, office supplies and other equipment are

only intended for use in conducting official District business. Employees are expected to:

= adhere to this restriction; and
» handle District equipment in a manner that will not cause damage or loss of such equipment.

The District maintains the right to monitor equipment usage and employees do not have an expectation
of privacy to use District equipment for District business. Other business equipment expectations can be
found in the Computer Usage policy.

Workplace Harassment and Workplace Violence

Employees are expected to conduct themselves in a manner which promotes a work environment that is
free of harassment and violence. The District prohibits and will not tolerate an employee engaging in
such behavior, either at a District work site or during the performance of work-related duties.

Weapons
Unless authorized by law, ecmployees are prohibited from possessing illegal weapons or explosives on

District property. Employees are required to follow all laws and regulations as described in Government
Code, Chapter 411, pertaining to a license to carry a concealed handgun.

Workplace Harassment

Workplace harassment is a form of offensive and/or oppressive treatment or behavior which to a
reasonable person creates an intimidating, hostile, or abusive work environment. It can be verbal or
physical behavior which is derogatory, abusive, disparaging, “bullying”, or disrespectful.

It may or may not be related to a person’s legally protected status or a status protected by District policy
(e.g., sex, race, color, national origin, age disability, religion, sexual orientation, veteran’s status).
Harassing behavior is prohibited under this policy and any employee found engaging in such behavior
directed at fellow employees, customers, contractors, or visitors to the workplace will be subject to
disciplinary action up to and including dismissal.

Some examples of behavior which may be considered harassment include, but are not limited to the
following:

=  Unwelcome touching of a personal nature which can encompass leaning over, corneting or
pinching.

» Slurs and jokes about a class of persons, such as those who are disabled.

= Display of calendars, posters, pictures, drawings, or cartoons which reflect disparagingly
upon a class of persons.

» Disparaging or disrespectful comments even if unrelated to a person’s protected status.

» J.oud, angry outbursts or obscenities directed toward another employee, a customer,
contractor, or visitor in the workplace.




= A pattern of action and/or words which demean or humiliate a subordinate/coworker.

Please refer to the District’s policy on Sexual Harassment for specific information relating to sexual
harassment.

Any employee who feels that he/she has been adversely affected by workplace harassment is to refer to
the District’s Employee Complaint/Issue Resolution policy.

Violence in the Workplace
Workplace violence is behavior that threatens the safety of District employees and/or customers; affects

the health, life or well-being of District employees and/or customers; or results in damage to property
belonging to the District or its employees/customers. Such acts include, but are not limited to:

» threatening, coercing, or assaulting an employee or customer;

» carrying weapons on a District work site or concealing a weapon on a District work site that
is not legally authorized;

= any behavior that causes other to feel unsafe; or

= damaging or attempting to damage property belonging to the District or another employee.

Situations at the work site that cause an immediate threat to the health, safety, or a negative outcome are
to be immediately reported to the Risk and Safety Coordinator, local building security (if available),
and/or local law enforcement authorities.

Training
The Director of Contracts and Compliance, General Counsel and/ or the Risk and Safety Coordinator
will give annual trainings on procedures on how to handie workplace issues involving harassment,

safety, security, or confidentiality.

Violation

Violation of this policy may result in appropriate corrective action, up to and including suspension or
dismissal. Supervisors are to take appropriate corrective action according to the Corrective Action
policy.

Forms
- Employee Incident or Injury Report
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Fund Balance Policy

Aundience

This policy applies to Galveston County Health District, Galveston Areca Ambulance Authority, Coastal Health
& Wellness (collectively “the District™).

Purpose

The maintenance of a fund balance is essential to the preservation of the financial integrity of the District. This
policy establishes definitions and provides guidance concerning the desired level of fund balance maintained by
the District to mitigate financial risk that can occur from revenue fluctuations and unanticipated expenditures, in
addition to allowing for the response to emergency events and/or opportunities.

Definitions

Fund balance is a measurement of available financial resources and is the difference between total assets and
total Habilities in each fund,

Fund balance amounts will be reported in the following categories:

1) Reserved Fund Balance — amounts designated to be used for specific purposes such as non-recurring
budgeted expenses, public health emergencies, leave payout liability, Coastal Health & Wellness and
Animal Services specified funds.

2) Operating Reserve — amounts designated to provide stability and respond to unplanned events or
opportunities.

3) Unreserved Fund Balance — includes all amounts not contained in the above classifications which are
available for any purpose.

Policy

Fund Balance Levels — It is the goal of the District to achicve and maintain an operating reserve in all funds
equivalent to 3 months of budgeted operating expenses. Unreserved fund balance amounts should be kept to
under 10% of the tota! fund balance.

Assigning Fund Balance — A three-year forecast and classification of fund balance expenditures will be
developed on an annual basis by designated District staff for presentation to and approval by the appropriate
governing board.

Conditions for Use of Fund Balance — It is the intent of the District to use reserved fund balances to address
non-recurring, needs. Expenditures shall not normally be for recurring operating expenses. However, exceptions
may be made at the discretion of the CEO and appropriate governing board.

Cash Balance — Cash balances will be maintained in money market accounts and/or pooled cash (TexPool)
accounts in order to provide liquidity adequate to meet the needs of the District.

Replenishment of Reserves — In the event that operating reserves are used resulting in a balance below the 3
month minimum, a plan to replenish the reserves would be developed and included in a three-year forecast for
presentation to the appropriate governing board.
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Galveston County Health District

HIPAA Security Manual

OVERVIEW

The purpose of this manual is to provide a framework for Galveston County Health District’s
(including Coastal Health & Wellness and Galveston Area Ambulance Authority) compliance with
the Security Standards required under the Health Insurance Portability and Accountability Act
(HIPAA) and state laws and regulations.

This manual is organized according to three safeguards: Administrative, Physical and Technical.
Each safeguard consists of standards and implementation specifications. The specifications are
divided into those that are required and those that are addressable.

GCHD will decide whether an addressable implementation specification is a reasonable and proper
security measure to apply within the security framework. The decision will depend on several
factors, such as, among others, GCHD’s risk analysis, risk mitigation strategy, what security
measures are already in place, and the cost of implementation.

The policies and procedures that make up this manual apply to all employees, volunteers, students,
contractors and others who perform a service at GCHD. The policies and procedures are to ensure
the confidentiality, integrity, and availability of electronic protected health information GCHD
creates, receives, maintains, and transmit. GCHD will protect against reasonably anticipated
threats or hazards to the security or integrity of our information systems and uses or disclosures to
of such information that is not permitted,

Kathy Barroso, CPA, CEO Date

Sal Bonaccorso Date
Director of Information Technology
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Section 2.1 Definitions Effective Date: 9/26/2013

Revised: 03/12/2018

DEFINITIONS

1.

10.

1.

Access means the ability or the means necessary to read, write, modify, or communicate
data or information, or otherwise use any system resource.

Administrative safeguards are administrative action, and policies and procedures, to
manage the sclection, development, implementation, and maintenance of security measures
to protect electronic protected health information and to manage the conduct of the Covered
Entity’s workforce in relation to the protection of that information.

Authentication means the corroboration that a person is the one claimed.

Availability means the property that data or information is accessible and useable upon
demand by an authorized person.

Business associate means a person or organization who performs a function or activity on
behalf of a Covered Entity or who performs a specified service regardless of whether it
involves performing a service on behalf of a Covered Entity. The specified services where
disclosure personally identifiable health information is considered routine include: legal,
actuarial, accounting, consulting, management, administrative accreditation, data
aggregation, and financial services. When a Covered Entity discloses protected health
information to a business associate, a business associate agreement between the Covered
Entity and the person or organization performing functions on behalf of the Covered Entity
or specified services is required to protect the use and disclosure of protected health
information.

Confidentiality means the property that data or information is not made available or
disclosed to unauthorized persons or processes.

Covered entities are those entities covered by the HIPAA Privacy and Security Standards.

Disclosure means the release, transfer, provision of, access to, or divulging in any other
manner of protected health information outside the entity holding the information.

Electronic protected health information means protected health information (see definition
below) which is maintained in or transmitted by electronic media.

Encryption means the use of an algorithmic process to transform data into a form in which
there is a low probability of assigning meaning without use of a confidential process or
key.

Facility means the physical premises and the interior and exterior of a building(s).
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12.  Information system means an interconnected set of information resources under the same
direct management control that shares common functionality. A system normally includes
hardware, software, information, data, applications, communications, and people.

13.  Integrity means the property that data or information has not been altered or destroyed in
an unauthorized manner.

14. Malicious software means software, for example, a virus, designed to damage or disrupt a
system.

15.  Minimum necessary means a Covered Entity must make reasonable efforts to limit use and
disclosure of protected health information to the minimum necessary to accomplish the
intended purpose of the use or disclosure.

16.  Password means confidential authentication information composed of a string of
characters.

17.  Physical safeguards mean physical measures, policies, and procedures to protect a Covered
Entity’s electronic information systems and related buildings and equipment, from natural
and environmental hazards, and unauthorized intrusion.

18.  Protected health information means individually identifying health information that is
transmitted by or maintained in any form or medium.,

19.  Security or Security measures encompass all of the administrative, physical, and technical
safeguards in an information system.

20.  Security incident means any attempted or successful unauthorized access, use, disclosure,
modification, or destruction of information, or interference with system operations in the
information system.

21.  Technical safeguards are the technology and the policy and procedures for its use that
protect electronic protected health information and control access to it.

22.  User means a person or entity with authorized access.

23. User ID means a unique identifier given to an individual allowing the individual access to
a computer system. A user ID is usually accompanied by a password.

24.  Workforce member means employees, volunteers, interns, and other persons whose
conduct, in the performance of work for a Covered Entity, is under the direct control of
such entity, whether or not they are paid by the Covered Entity.

25.  Workstation means an electronic computing device, for example, a laptop or desktop
computer, or any other device that performs similar functions, and electronic media stored
in its immediate environment.
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Section 2.2 Hybrid Entity Effective Date: 9/26/2013
Revised: 03/12/2018

POLICY

GCHD is recognized to be a hybrid entity. GCHD will develop policies and procedures to
ensure compliance with the requirements for hybrid entities. The health care components
of GCHD must comply with the Security Standards and safeguarding electronic protected
health information and non-covered components will be treated as is they were scparate
and distinct legal entities.

PROCEDURE

1. The following components (departments) of GCHD are not covered under the Health
Insurance Portability and Accountability Act (HIPAA): Environmental Health
Programs, Vital Statistics, and Animal Services. The remaining services of GCHD are
health care components, including Coastal Health & Wellness and Galveston Arca
Ambulance Authority.

2. If a non-covered component creates, reccives, maintains or transmits electronic
protected health information on behalf of a health care component, then the non-
covered component is a business associate of the health care component. The non-
covered component must comply with the HIPAA Security Standards as a business
associate.

REFERENCE
45 C.F.R. § 164.105(a)
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Section 2.3 Affiliated Covered Entity Effective Date: 9/26/2013
Revised: 03/12/2018

POLICY

GCHD is a single affiliated covered entity. GCHD will develop policies and procedures
to ensure compliance with the requirements HIPAA Security Standards.

PROCEDURE
1. The following entities are legally separate entities which are under common ownership
or control: Galveston County Health District, Galveston Areca Ambulance Authority,
and Coastal Health & Wellness. These entities have been designated as a single
affiliated covered entity for purposes of the Health Insurance Portability and

Accountability Act (HIPAA) and will be identified as “Galveston County Health
District (GCHD).”

2. GCHD’s creation, receipt, maintenance, transmission, use and disclosure of electronic
protected health information will comply with the HIPAA Security Standards.

REFERENCE

45 C.F.R. § 164.105(b)
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Section 2.4 Business Associate Agreement Effective Date: 9/26/2013
Revised: 03/12/2018

POLICY

GCHD require with business associates who create, receive, maintain or transmit electronic
protected health information on GCHD’s behalf to safeguard such information.

PROCEDURE

1. Agreement. Business associates must sign a Business Associates Agreement to safe
guard electronic protected health information. The agreement will meet the
requirements of the HIPAA Security Standards and requires the business associate to:

a. Implement administrative, physical, and technical safeguards that reasonably
and appropriately protect the confidentiality, integrity, and availability of
electronic protected health information that it creates, receives, maintains, or
transmits on behalf of GCHD.

b. FEnsure that any agent, including a subcontractor, to whom it provides such
information agrees to implement reasonable and appropriate safeguards to
protect it.

¢. Report to GCHD any security incident of which it becomes aware of.

d. Authorize termination of the contract by GCHD, if GCHD determine that the
business associate has violated a material term of the contract.

2. Material Breach. If GCHD knows of a pattern of activity or practice of the business
associate that constitutes a material breach or violation of the business associate’s
obligation under the agreement, GCHD must take reasonable steps to cure the breach
or end the violation. If these steps are unsuccessful, GCHD must terminate the
agreement if feasible, or, if termination is not feasible, report the problem to the
Secretary of Health and Human Services.

REFERENCE

45 C.F.R. §164.314(a)
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Section 2.5 Maintenance of Policies and Procedures Effective Date: 9/26/2013

Revised: 03/12/2018

POLICY

GCHD will implement reasonable and appropriate policies and procedures to comply with
standards, implementation specifications, or other requirements of the HIPAA Security
Standards.

PROCEDURE

1.

Documentation. GCHD will document all policies and procedures. A written record
will be maintained by the Security Officer if an action, activity or assessment that is
required by this Security Manual or the HIPAA Security Standards.

Retention. GCHD will retain the documentation of the policies and procedures set forth
in this Security Manual and any action, activity or assessments required by the HIPAA
Security Standards for 6 years from the date of its creation or the date when it last was
in effect, whichever is later. This retention schedule will be a part of the GCHD
retention guidelines.

Availability,. GCHD will make documentation available to those persons responsible
for implementing the procedures to which the documentation pertains.

4. Updates. Director of Information Technology or Security Officer or their respective

designees will review documentation periodically, and update as needed, in response
to environmental or operational changes affecting the security of the electronic
protected health information.

REFERENCE

45 C.FR. §164.316(a) and (b)
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Section 3.1 Security Management Process Effective Date: 9/26/2013
Revised: 03/12/2018

POLICY

GCHD will protect the confidentiality, integrity, and availability of its information systems
containing electronic protected health information. GCHD will implement reasonable and
appropriate procedures and controls to prevent, detect, contain, and correct security
violations.

PROCEDURE

1. Risk Analysis. Routinely, GCHD will conduct an accurate and thorough assessment of
the potential risks and vulnerabilities to the confidentiality, integrity, and availability
of electronic protected health information held by GCHD. The results of the risk
assessment will be used to implement security measures sufficient to such to mitigate
or eliminate unacceptable risks and vulnerabilities to a reasonable and appropriate
level. A Risk Mitigation Proposal will document recommendations to management.

2. Risk Management. GCHD will monitor and manage the risks identified in the risk
analysis process to ensure security measures are sufficient to reduce risks and
vulnerabilities to a reasonable and appropriate level.

a. Controls. GCHD will select appropriate controls that were identified in the risk
analysis process to minimize risks to electronic protected health information.
These controls will be based on the feasibility and effectiveness after taking
into consideration GCHD’s structure and resources, and the results of a cost-
benefit analysis, Technical, management, and operational security controls may
be considered.

b. Control examples include, but are not limited to, the following:

i. Supportive controls: unique user IDs; system security; and system
protections.

ii. Preventive controls: authentication controls (such as passwords,
personal identification numbers); access control enforcement (such as
data encryption methods, virtual private network).

iii, Detection controls: periodic system audits and ongoing risk
management.

iv. Operational controls: physical access control; facility security; regular
data and system backups; off-site storage; and environmental security.

3. Sanctions. Workforce personnel who violate the GCHD’s security policies and

procedures or violate the HIPAA Security Rule will be disciplined in accordance
GCHD personnel! policies.

HIPAA Security Manual a Safeguards




a. Employees. GCHD employees who either intentionally or unintentionally
violate the security policies and procedures are subject to appropriate corrective
disciplinary action, up to and including suspension, probation, or dismissal.
Managers or supervisors may also be disciplined if their lack of diligence or
supervision contributed to the violation.

b. Non-Employees. Workforce members who are not employees who either
intentionally or unintentionally violate the security policies and procedures are
subject to appropriate corrective disciplinary action, up to and including
suspension, probation, or dismissal. Similarly, GCHD’s Business Associates
will be informed that they may lose any privileges or contractual rights if they
violate security policies or the Business Associate Agreement.

4. Information System Activity Review. GCHD will implement procedures to regularly
review records of information system activity.

a. Audit Logs. GCHD will create audit logs which will record activities related to
access of the GCHD system by its users. Audit logs will be reviewed on an on-
going basis by the Security Officer or designee.

b. Access Reports. GCHD will create access reports listing each actual or
attempted access of the system by its users. Access reports will be reviewed on
an on-going basis to identify any actual or attempted unauthorized access or
security incidents.

c. Tracking Reports. Any actual or attempted unauthorized access or security
incident event will be tracked. GCHD will review on an on-going basis
unauthorized access and security incident tracking reports. The Executive
Team or designee will determine the mitigation, response and/or sanction, if
any, required to respond to the events noted in the tracking report.

d. Controls Audit. GCHD will perform internal audits of operational and technical
controls/procedures to prevent a HIPAA security breach.

REFERENCES

AS 3.4.1, Access Authorization

AS 3.5.1, Workforce Training

AS 3.5.4, Log-in Monitoring

AS 3.7.1, Data Backup

AS 3.7.5, Applications and Data Criticality Analysis
TS 5.2, Audit Controls

OR 2.4, Business Associate Agreement

45 C.F.R. §164.308 (a)(1)
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Section 3.2 Assigned Security Responsibility Effective Date: 9/26/2013

Revised: 03/12/2018

POLICY

GCHD will perform the duties set forth in this policy. GCHD will designate an individual
as the Security Officer who will be responsible for ensuring that GCHD complies with the
security policies and procedures. The Security Officer shall report to the Chief Executive

Officer.

PROCEDURE

1. Security Officer. GCHD’s Security Officer is responsible for protecting the
confidentiality, integrality, and availability of GCHD’s information systems containing
electronic protected health information, as well as ensure compliance with applicable
state and federal laws and regulations.

a. Designation. GCHD’s Security Officer is the Director of Information
Technology

b. Responsibilities. The Security Officer’s responsibilities include, but not limited
to, the following:

i.

i,

iii.

iv.

HIPAA Security Manual

Consult with and advise the Chief Executive Officer, Executive
Management, Compliance Officer concerning security-related
administrative decisions and the implementation of security-related
policies and procedures.

Develop, regularly update, and disseminate policies and procedures to
assure compliance with the Security Standards.

Initiate and conduct internal reviews of GCHD’s internal sccurity
controls, prepare reports regarding GCHI’s security program, and track
security incidents and violations.

Report to the Chief Executive Officer, Executive Management,
Compliance Officer concerning any issues regarding GCHD’s
compliance with the Security Standards.

Consult with and advise the Chief Exccutive Officer, Executive
Management, Compliance Officer concerning the occurrence of
security incidents as appropriate and provide recommendations
concerning potential or reccommended corrective or remedial actions.

Administrative Safeguards
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vi.

vii.

Serve as a resource for workforce members concerning security issues
and GCHD’s obligations under the Security Standards, this includes
informing the workforce of threat and conducting needed trainings.

The Security Officer shall coordinate with other Directors and
Managers with responsibilities for information systems to ensure that
all aspects of information security are adequately addressed.

2. Covered Entity. GCHD will protect the confidentiality, integrality, and availability of
GCHD’s information systems containing electronic protected health information.

a. Responsibilities. GCHD responsibilities include, but not limited to, the
following:

i

ii.

iii.

iv.

vi.

vil.

viil.

REFERENCES

Designate a Security Officer.

Implement security policies and procedures developed by the Security
Officer and other management.

Designate additional executive staff members to oversec aspects of
information management security outside of the Security Officer’s
responsibilities.

Train all workforce members on the security policies and procedures.

Take appropriate sanctions against a workforce member who violates a
security policy or procedures.

If a security incident occurs, take any necessary corrective or remedial
action.

Refrain from harassing or subjecting to adverse employment action any
workforce member who reports a security incident or violation of a
security policy that he or she, in good faith, believes has occurred.

Maintain Agreements with business associates that comply with the
Security Standards.

OR 2.4. Business Associate Agreement

AS 3.1.3, Sanctions

HIPAA Security Manual
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AS 3.5, Awareness and Training
As 3.6, Security Incident Procedures

45 C.F.R. § 164.308(a)(2)
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Section 3.3 Workforce Security Effective Date: 9/26/2013

Revised: 03/12/2018

POLICY

GCHD will take reasonable and appropriate steps to ensure that workforce members who
are allowed access to electronic protected health information may be safely trusted with
such access. GCHD will take the necessary steps to terminate physical or remote access to
electronic protected health information if a workforce member is no longer authorized to
have access to such information.

PROCEDURE

1. Authorization and/or Supervision of Workforce Members. No workforce member will

be permitted

access to electronic protected health information unless access is

determined to be necessary to perform the workforce member’s job function, and the
workforce member has followed GCHD’s procedures for obtaining authorization for

such access.

a. The Security Officer and GCHD Management will ensure that each workforce
member’s access to electronic protected health information is appropriate and
consistent according to HIPAA privacy and security guidelines.

b. A workforce member may reccive a password to access electronic protected
health information only with the authorization of his/her supervisor, Human
Resources Department, or the Executive Management, in accordance with
GCHD’s policies. It is the responsibility of the Director of Information
Technology or designee and Human Resources:

i

ii.

ii.

iv.

HIPAA Security Manual

To verify that access to electronic protected health information is
necessary to perform the job, and that the workforce member’s access
is limited to the minimum necessary electronic protected health
information;

To ensure that the workforce member receives GCHD’s training
concerning the security and confidentiality of electronic protected
health information;

To ensure that the workforce member signs any confidentiality
agreement to attest to the workforce member’s commitment not to
disclose his or her password and/or other sensitive information; and

To address any instances of security misconduct by the workforce
member.

Administrative Safeguards
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¢. GCHD will take steps to minimize the likelihood that workforce members who
do not have authorized access to electronic protected health information will
gain access to such information because they perform their duties in arcas in
which such information is present. Steps may include, but are not necessarily
limited to, the following:

iii.

Ensuring computer users log off the computer system when they are not
using the computer system;

Providing immediate supervision in work areas containing electronic
protected health information; and

Using automatic screen savers or privacy screens.

2. Clearance Procedures. All workforce members at GCHD are required to have an

employment background check as required for their job position. The appropriate
personnel will identify the information security responsibilities of the workforce
member and the type of supervision and access required for the position. Each GCHD
workforce member will sign a confidentiality statement to protect the confidentiality,
integrity and availability of GCHD information systems.

3. Termination of Access Procedures. The Director of Information Technology or

designee, Human Resources and other designated staff will perform the following
procedures for terminating access to electronic protected health information when a
workforce member’s authorization or employment ends or the position does not require
the same level of access:

ii.

iii.

iv.

REFERENCES

HIPAA Security Manual

Ensure that such person no longer has physical or remote access to
sensitive areas containing electronic protected health information.

Recover or reprogram all keys, identification badges/cards, and any
other object that allows physical access to property, buildings, and
equipment.

Recover any other information or property of GCHD that may be in such
person’s possession, such as uniforms, cell phones, equipment, etc.

Deactivate and disable such person’s user identification numbers,
passwords, electronic codes, etc., and access to VPN service, and any
other remote access systems.

Change combination locks, safe combinations, key pad codes etc., such
person had access to.

Administrative Safeguards
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AS 3.1.2, Risk Management

AS 3.4.1, Access Authorization

AS 3.5, Awareness and Training

PS 4.1.2, Facility Security Plan

PS 4.1.3, Access Control and Validation Procedures
PS 4.4.1, Disposal

45 C.F.R. § 164.308(2)(3)

HIPAA Security Manual Administrative Safeguards
16




Section 3.4

Information Access Management Effective Date: 9/26/2013
Revised: 03/12/2018

POLICY

GCHD will grant access to electronic protected health information to workforce members
whose job responsibilities require such access and will document, review, and modify a
workforce member’s right of access to electronic protected health information as provided
in this policy.

PROCEDURE

1. Access Authorizations.

GCHD will document the workforce members who have access to electronic
protected health information based on job responsibilitics. Workforce members
will have access to only that information required to perform their job
responsibilities. Workforce members’ access will be reviewed on an on-going
basis to ensure access continues to reflect the current need for electronic
protected health information.

Workforce members must sign a current confidentiality statement to be granted
access to electronic protected health information.

All workforce members will attend trainings that will include security-related
topics such as access control and documentation, maintenance of proper
security measures, and the consequences of security incidents or deviations
from GCHD policies and procedures.

All workforce members will adhere to GCHD’s policies concerning remote
access and workstation access and use.

Access to protected health information in any form by individuals or entities
other than workforce members, such as patients, law enforcement personnel, or
public health officials, will be granted in accordance with GCHD’s policies and
State and Federal law, and, if applicable, the Business Associate Agreement
between GCHD and the entity.

2. Access Establishment and Modification.

a. Potential workforce members shall undergo employment background checks

and other measures deemed necessary by GCHD’s management prior to hiring.
Results of such measures shall be reviewed by GCHD’s management before the
workforce member is granted access to electronic protected health information.

HIPAA Security Manual Administrative Safeguards
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b. All workforce members who access electronic protected health information will
be given a user ID and be required to establish a password in accordance with
GCHD’s guidelines in order to gain such access.

c¢. Physical access controls, such as keycards and combinations, will be used to
restrict access to areas containing electronic protected health information to
authorized users only, as appropriate.

d. GCHD will develop and document an emergency access procedure to allow
access to electronic protected health information by certain specified workforce
members under unanticipated or urgent circumstances.

e. GCHD will allow modification of a workforce member’s access to electronic
protected health information where appropriate, such as where the workforce
member has changed job function or status.

f. GCHD will terminate a workforce member’s access to the system upon the
dismissal or separation of a workforce member from his/her position, in the
event of a security incident involving the workforce member, if the workforce
member violates GCHD’s policies or procedures, or if access is no longer
necessary to perform the workforce member’s job responsibilities.

REFERENCES

AS 3.5, Awareness and Training

PS 4.1.3, Access Control and Validation Procedures
TS 5.1.1, Unique User Identification

TS 5.1.2, Emergency Access Procedure

TS 5.4, Authentication of Entity or Person

45 C.F.R. § 164.308(2)(4)
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GALVESTON COUNTY HEALTH DISTRICT

Section 3.5 Awareness and Training Effective Date: 9/26/2013
Revised: 03/12/2018

POLICY

GCHD workforce members will receive security awareness and training with respect to
safeguarding electronic protected health information.

PROCEDURE

1. Workforce Training Program. GCHD will implement a security awareness and training
program for all workforce members, including management.

a. General Orientation. All workforce members will receive a general orientation
covering the policies included in this manual and will be given the name of the
Security Officer. For new workforce members, such information will be
included in the orientation materials.

b. Basic Security Training. All workforce members will receive basic security
training. Training will be updated on an on-going basis. Basic security training
will include a review of the policies that apply to all workforce members using
the information system, such as:

i. Policies on proper password management and the necessity of
maintaining the confidentiality of the workforce member’s access code
and password

ii. Proper use of the computer system including e-mail and the Internet

iii. Procedures for saving data to network drives
iv. Prohibition on attempting access to electronic protected health
information without authorization

v. Prohibition on improper copying of files and programs, or loading of
unauthorized programs on the information system

vi. Precautions against malicious software, and procedures to follow if the
workforce member suspects that malicious software has been
introduced

vii. Reporting problems with access to the system
viii. Reporting security incidents

¢. Additional Training. Additional training will be provided periodically, but at a
minimum annually, to workforce members in response to operational changes
or security incidents, Training for these workforce members will include, but
will not be limited to, the following:

HIPAA Security Manual Administrative Safeguards
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d. Documentation. GCHD will maintain documentation on security awareness and
training of workforce members in the personnel files.

2. Security Reminders, GCHD will periodically provide security reminders to workforce
members informing them of changes in policies and procedures, and to generally
reinforce security awareness and training.

3. Protection from Malicious Software. GCHD will take reasonable measures to protect
against the introduction of malicious software into its information system. Security
training will educate workforce members on guarding against, protecting from and
reporting of malicious software, which may include:

a. The danger of malicious software or any other agent that can destroy or alter
data

b. The use of ant-virus protection software
¢. Not opening or downloading files from an unknown or suspicious source

d. External files being loaded on to the computer through a USB drive or other
source

4. Log-In Monitoring, Security training will educate workforce members on monitoring
log-in attempts and reporting discrepancies if the workforce member becomes aware
of such discrepancy.

5. Password Management. Security training will educate workforce members on creating,
changing and safeguarding passwords. GCHD will require any workforce member who
has access to GCHD’s information system(s) to use a unique password, keep the
password confidential, change it according to GCHD’s set timeframes, and utilize
safeguards to prevent misappropriation of passwords.

REFERENCES

AS 3.1.1, Risk Analysis
AS 3.1.4, Information System Activity Review
AS 3.6, Response and Reporting of Security Incidents

45 C.F.R. § 164.308(a)(5)
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Section 3.6 Security Incident Procedures Effective Date: 9/26/2013

Revised: 03/12/2018

POLICY

GCHD respond to suspected or known security incidents and violations of GCHD’s
security policies and procedures; mitigate, to the extent practicable, harmful effects of
security incidents that are known to GCHD; and document security incidents and their

outcomes.

PROCEDURE

1.

All workforce members have a duty to promptly report any security incidents and
violations of GCHD’s security policies and procedures (including those involving
business associates) to the Security Officer, Compliance Officer, Executive
Management or their respective designee.

Any workforce member who knowingly fails to report any security incident or violation
of GCHD’s security policies and procedures will be subject to discipline.

No retaliation shall be tolerated against a workforce member who has filed a report
based on a good faith belief that another workforce member has committed an actual
or suspected violation subject to the reporting requirements of this policy. Any
workforce member who takes or attempts to take retaliatory action against a workforce
member who reported an actual or suspected violation will be subject to discipline.

The Security Officer, Compliance Officer, or their respective designee shall be
responsible for investigating all security incidents and security policy violations to
determine the potential causes, whether the sccurity incident has resulted in any
unauthorized disclosure of electronic protected health information, corruption or
unauthorized modification of data, or loss of data, and to recommend and implement
appropriate measures, if any, to prevent further incidents.

Remedial measures will be taken to mitigate the effects of the security incident to the
extent possible. If an unauthorized disclosure of protected health information has
occurred, the Privacy Officer or designee shall be consulted, if appropriate, and
GCHD’s policies concerning mitigation of violations of privacy policies of shall be
followed.

The Security Officer, Compliance Officer, or their respective designee will document
the investigation of the reported incident, whether the incident was determined to be a
security incident, and any action taken in response to the incident.

HIPAA Security Manual Administrative Safeguards
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REFERENCES

AS 3.1.3, Sanctions
AS 3.2.1, Security Officer

45 C.F.R. § 164.308(a)(6)
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Section 3.7

Contingency Plan Effective Date: 9/26/2013
Revised: 03/12/2018

POLICY

GCHD will establish procedures for responding to an emergency or other occurrence that
damages GCHD’s information systems that contain electronic protected health
information.

PROCEDURE

1. Data Backup Plan. GCHD will maintain backup copies of electronic protected health

information so that data can be retrieved if it is lost or corrupted.

Data Backup. The Director of Information will establish specific backup
schedules and procedures for GCHD’s networks and computer systems. All
software, applications, files, data, and messages related to its health care
operations stored on GCHD’s networks and other information systems will be
backed up to disk, or other storage area network.

. Backup Validation. Backup and restore procedures will be reviewed

periodically to ensure that procedures are appropriate and efficient, and that
GCHD’s ability to restore data remains intact.

Onsite Storage. The storage media from the previous day or current week shall
be stored onsite in a secured area.

. Offsite Storage. Certain data backups will be stored in a secure, off-site location.

Data backups must be maintained for a minimum of one year. The Security
Officer shall maintain documentation of the location of the off-site storage
site(s).

All data backups will be logged, and data backups will be disposed of in
accordance with GCHD’s record retention policies.

2. Disaster Recovery Plan. GCHD will follow written procedures to restore data lost
through occurrence of a disaster.

a. Disaster Assessment. Once a disaster has occurred, GCHD will assess the effect

of the disaster on GCHD’s information systems and determine if there is any
lost functionality and loss of data. If data has been lost the Disaster Recovery
Plan will be implemented.

b. Securing Facilities. In the cvent of a catastrophic event, GCHD will

immediately ensure that all facilitics housing GCHD’s information systems

HIPAA Security Manual Administrative Safeguards
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remain secure under the circumstances. Access to the facilities will be limited
to personnel assisting in the disaster recovery.

Restoring Backup Data. GCHD will restore software, applications, information
and data to GCHD information systems.

Testing. Backup files will be tested to ensure the network and computer systems
are operating correctly.

3. Emergency Mode Operation Plan. In conjunction with the Disaster Recovery Plan,

GCHD will implement the All Hazards Emergency Management Plan to enable
continuation of critical business processes for protection of the security of electronic
protected health information while operating in emergency mode.

4. Testing and Revision Procedure. GCHD will periodically test and revise its information
system contingency plan.

a.

The tests will be designed to simulate potential threats to the information system
but will be conducted in a controlled environment.

b. The tests will evaluate adequacy of back-up and recovery systems, and time

required to return the system to a normal operating environment.

If the tests reveal vulnerabilities or inadequacies of back-up and recovery
systems, appropriate modifications will be made in the data backup plan,
disaster recovery plan, and emergency mode operation plan.

5. Applications and Data Criticality Analysis. GCHD will assess the relative criticality
of specific applications and data in formulating its contingency plan.

a. GCHD will determine which applications and data are essential to maintain
patient care, life safety, and other essential functions.

b. In evaluating the criticality of information, GCHD will consider, among other
things, the difficulty of replicating the data if lost, sensitivity of the data, and
consequences to patients if data is unavailable or corrupted.

¢. Those applications and databases identified as critical to GCHD’s patient care
mission will be given priority in the contingency plan.

d. GCHD will devote appropriate resources to recovering critical functions in the
event of a disaster.

HIPAA Security Manual Administrative Safeguards
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REFERENCES

AS 3.1.1, Risk Analysis

AS 3.1.2, Risk Management

PS 4.1.1, Contingency Operations

PS 4.4.4, Data Back-up and Storage

TS 5.1.2, Emergency Access Procedure

45 C.F.R. § 164.308(a)(7)
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Section 3.8 Evaluation Effective Date: 9/26/2013
Revised: 03/12/2018

POLICY

GCHD will perform periodic technical and non-technical evaluations to establish the extent
that GCHD’ s security policies and procedures meet the requirements of the Security Rule
based upon the standards implemented under the Security Rule and in response to
environmental or operational changes affecting the security of electronic protected health

information.
PROCEDURE
1. GCHD wili perform periodic evaluations of its information system components to

determine the level of security enjoyed by GCHD. The evaluation(s) may be conducted
as part of GCHD’s on-going risk analysis activities. Evaluations may be conducted
through an external accreditation body or other outside entity.

2. The Security Officer or designee will document the outcome of the evaluation and
make recommendations to management concerning any policy revisions or other
changes needed to be incompliance.

REFERENCES

AS 3.1.1, Risk Analysis

AS 3.1.2, Risk Management

AS 3.7.4, Testing and Revision Procedures
45 C.F.R. § 164.308(a)(8)
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Section 4.1 Facility Access Controls Effective Date: 9/26/2013
Revised: 03/12/2018

POLICY

GCHD will implement policies and procedures to limit physical access to its electronic
information systems and the facilities in which they are housed, while ensuring that
properly authorized access is allowed.

PROCEDURE

[. Contingency Operations. In the event of an emergency, GCHD will implement as
necessary, procedures to allow access to systems to support restoration of lost data.
GCHD will have in place the following contingency operations components to assist
in the recovery of data and restoration of operations in the event of an emergency:

a. Applications and data criticality analysis

b. Data Backup Plan

c. Disaster Recovery Plan

d. Emergency Mode Operation Plan
e. Testing and revision procedure

2. Facility Security Plan. GCHD shall have in place a plan to safeguard all facilitics and
equipment from unauthorized physical access, tampering or theft.

a. GCHD will employ security personnel, security equipment, or alarms to protect
all GCHD facilities during non-business hours.

b. All workforce members will wear identification. All visitors, contractors or
other temporary personnel will be issued temporary identification and, if
necessary, will be escorted to their destination.

¢. Any sensitive equipment (servers, etc.) will be housed in a secure location and
access to such equipment will be restricted to certain authorized personnel.

d. Offsite equipment or files will be maintained in a secure location by GCHD or
by an approved contractor who will certify that adequate security is being
maintained.
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e. Asset tags will be placed on all equipment and a log of all equipment shall be
kept and updated quarterly. Spot checks will be performed to detect
unauthorized removal of property.

f. Paper files shall be kept in locked file cabinets or locked rooms.

g. Only authorized maintenance personnel will be allowed to service electronic
equipment.

h. Fire detection and prevention devices (sprinklers, fire extinguishers etc.) as well
as flood detection devices (back flow valves, sump pumps, and leak detectors)
shall be regularly maintained and inspected.

i. Written authorization and passes will be required to remove any equipment,
data files or software off GCHD’s premises.

j. Only authorized hardware, software and equipment will be used.

k. Maintenance records on all equipment shall be kept and in accordance with
record retention guidelines.

3. Access Control and Validation Procedures. GCHD will implement procedures to
control and validate a person’s access to facilities based on their role or function,
including visitor control, and control of access to software programs for testing and
revision.

a. Physical Safeguards. GCHD will implement the following physical safeguard
procedures regarding verification of access authorization before granting
physical access.

i. Unattended exterior doors will be protected by locks or badge readers.

ii. Visitors (including volunteers or contractors) will wear identification
and be escorted through the facility. Visitors will only be allowed access
to common arcas or areas necessary to perform their job function. If a
visitor requires access to information systems it must be approved by
management.

iii. Electronic information systems or devices containing electronic
protected health information will be shielded from the view of patients
or visitors.

b. Technical Security. GCHD will implement technical security mechanisms
to limit access control to workforce members who require access. Technical
security mechanisms will include user-based access controls to protect
sensitive communication transmissions.
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c. Reporting Unauthorized Access. Workforce members who observes a
person attempting to enter GCHD facilities by bypassing the security
measures, or if the person is not following the aforementioned security
procedure, must report this information immediately to his/her supervisor,
Director of Information Technology, or Security Officer.

4, Maintenance Records. GCHD will document repairs and modifications to the
physical components of GCHD’s facilities which are related to security (for
example, hardware, doors, and locks). These documents will be retained according
to GCHD’s record retention guidelines and procedures.

REFERENCES

AS 3.1.4, Information Systems Activity Review
AS 3.3, Workforce Security

AS 3.5.4, Log-In Monitoring

AS 3.6, Security Incident Procedure

AS 3.7, Contingency Plan

AS 3.8. Evaluation

TS 5.1.2, Emergency Access Procedure

TS 5.2, Audit Controls

45 CF.R. § 164.310(a)
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Section 4.2 Workstation Use Effective Date: 9/26/2013

Revised: 03/12/2018

POLICY

GCHD will implement an adequate level of security procedures that specify the proper
functions to be performed, the manner in which those functions are to be performed, and
the physical attributes of the workstations that can access electronic protected health
information. This applies to all devices that have access to electronic protected health
information, including computers, laptops, tablets, smart phones, etc.

PROCEDURE

1.

All computer users will monitor their computers and report any potential threats to the
computer and to the integrity and confidentiality of data contained in the computer
system to the Director of Information Technology and Security Officer or their
respective designees. All computer users will take appropriate measures to protect
computers and data from damage or destruction due to disasters, to the extent possible.
As part of every workforce member’s orientation and, if appropriate, in ongoing
security training scssions, all workforce members shall familiarize themselves with
GCHD’s disaster recovery and emergency mode operations plans and related policies
and procedures as directed by management.

Computer users will ensure that computer monitors are placed so that the screen is not
visible to unauthorized persons to prevent unauthorized persons from viewing
electronic protected health information.

Workstations will have a password protected screensaver. Computer users logging onto
the system will ensure that no one observes entry of their password. Workforce
members will neither log onto the system using another person’s password nor permit
another person to log onto the system with their password. Workforce members are
responsible for all actions taken under their passwords.

Virus software will be installed on all computers as directed by the Director of
Information Technology or the Security Officer or their respective designees.
Computer users must ensure that the virus software is active at all times, unless directed
to deactivate the software by the Director of Information Technology or the Security
Officer or their respective designees.

Electronic protected health information may only be accessed on a need to know basis.
Workforce members will only have access to the information required to perform their
job functions.

HIPAA Security Manual Physical Safeguards
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10.

.

12,

13.

14.

No workforce member will disclose electronic protected health information unless
authorized to do so in accordance with GCHD’s policics.

Workforce members will not leave printers unattended when electronic protected
health information is being printed. Information will be printed only when necessary,
and in accordance with the “minimum necessary” under GCHD’s HIPAA policy, and
shall be promptly disposed of according to GCHD’s Record Retention guidelines (i.e.,
by shredding, secured disposal bins, etc.) when no longer needed for the purpose for
which it was printed.

Computer users must log off the system when leaving the computer or workstation
unattended. Computers will have a time-out feature after a certain period of inactivity.

Workforce members are responsible for the accuracy of data input into systems and
applications. Supervisors will monitor the processes used by workforce members for
data entry.

Workforce members will not attempt to evade access rights granted or attempt to access
networks, systems, applications, or data to which the workforce member has not been
granted access.

Workforce members will not download data from the computer system onto diskette,
CD, hard drive, fax, scanner, any network drive or any other hardware, software or
paper without the express permission of the workforce member’s supervisor or the
Director of Information Technology or designee.

Workforce members will not download software without the express permission of the
Director of Information Technology or designee.

Workforce members will not download any information or applications to GCHD’s
computer without the express permission of the Director of Information Technology or
designee. This includes opening files attached to an email from an unknown,
suspicious, or untrustworthy source.

Workforce members violating this policy may be subject to disciplinary action in
accordance with GCHD’s policies.

REFERENCES

AS 3.5.5, Password Management
AS 3.6, Security Incident Procedures
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PS 4.3, Workstation Security

45 C.E.R. § 164.310(b)
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Section 4.3 Workstation Security Effective Date: 9/26/2013

Revised: 03/12/2018

POLICY

GCHD shall implement physical safeguards for ail workstations that access electronic
protected health information to restrict access to authorized users. This applies to all
devices that have access to electronic protected health information, including computers,
laptops, tablets, smart phones, etc.

PROCEDURE

Each workforce member’s workstation shall be configured in such a way as to promote
the confidentiality and security of electronic protected health information.

Computer monitors should be placed so that the screen is not visible to unauthorized
persons to prevent unauthorized persons from viewing electronic protected health
information.

Printers should not be placed in a location where there is a risk of unauthorized
individuals having access to printed protected health information. Information shall be
printed only when necessary and shall be promptly stored and/or disposed of according
to GCHD’s record retention and/or disposal policies.

Computer users logging onto the system will ensure that no one observes entry of their
password. Workforce members will neither log onto the system using another person’s
password nor permit another person to log onto the system with their password.
Workforce members are responsible for all actions taken under their passwords.

Electronic protected health information may only be accessed on a need to know basis.
Workforce members will only have access to the information required to perform their
job functions.

Portable devices, including laptops, portable storage devices, smart phones, etc., will
be secured when not in use.

If a workforce member accesses electronic protected health information from a portable
device, the device must be password protected and the electronic protected health
information not viewable by others.

Computers will have a time-out feature after a certain period of inactivity and a
password protected screensaver.

HIPAA Security Manual Physical Safeguards

33



9. Workforce members violating this policy may be subject to disciplinary action in
accordance with GCHD’s policies.

REFERENCES

AS 3.5.1, Workforce Training

AS 3.5.3, Protection from Malicious Software
AS 3.5.5, Password Management

AS 3.6, Security Incident Procedures

AS 3.7, Contingency Plan

PS 4.2, Workstation Use

PS 4.4.1, Disposal

TS 501, Integrity Controls

45 C.F.R. § 164.310(c)
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Section 4.4

Device and Media Controls Effective Date: 9/26/2013
Revised: 03/12/2618

POLICY

GCHD will implement reasonable and appropriate controls that govern the receipt and
removal of hardware and electronic media that contain electronic protected health
information into and out of a facility, and the movement of these items within the facility.

PROCEDURE

1. Disposal. Electronic protected health information will be disposed of in a proper and
secure manner to prevent unauthorized or accidental disclosure of such information.

a.

Disposal and/or destruction of items shall be conducted in accordance with
GCHD’s record retention guidelines.

Retained Hardware or Elecironic Media. Director of Information Technology
or designee is responsible for completely removing electronic protected health
information from hardware that will be re-used within GCHD.

Disposed Hardware or Electronic Media Director of Information Technology
or designee is responsible for the final disposition of hardware that contains
electronic protected health information. All electronic protected health
information will be completely removed from the hardware before the
hardware is sold or destroyed. Hardware will then be physically destroyed and
rendered functionally unusable.

d. Log. Director of Information Technology or designee will maintain a log of

disposal of electronic protected health information from hardware, which will
include date of disposal, who performed the disposal and how, and the
hardware or information system that was disposed.

2. Media Re-Use. Director of Information Technology or designee will remove electronic
protected health information from electronic media before the media is made available
for re-use. Media will not be re-used for any purpose other than storing electronic
protected health information unless all electronic protected health information has been
removed from the media before re-use. Workforce members may store protected health
information to a media capable of storing electronic information only when necessary,
or as directed by the Director of Information Technology or designee.

3. Accountability. GCHD will maintain a record of the transfer, disposal and other
movement of hardware and electronic media containing electronic protected health
information. Organization shall also keep a record of the person currently in possession
of such media.

HIPAA Security Manual Physical Safeguards

35



a. Hardware. GCHD will use inventory controls and take an annual inventory of
cach piece of hardware that contains electronic protected health information.
The inventory will track the equipment’s location and department. Hardware
may only be removed from a GCHD facility with authorization from
Exccutive Management or Director of Information Technology. Removal will
be logged.

b. Electronic Media. Electronic media may only be removed from a GCHD
facility with authorization from Executive Management or Director of
Information Technology. Removal will be logged.

4. Data Backup and Storage. Director of Information Technology or designee will create
a retrievable, exact copy of electronic protected health information, when needed,
before movement of equipment. The data backup will be reviewed to validate the
accuracy, completeness, and integrity of the backup. The backup data will then be
stored in a secure location or restored on to equipment.

REFERENCES

AS 3.1.1, Risk Analysis

AS 3.7, Contingency Plan

PS 4.1, Contingency Operations

45 C.F.R. § 164.310(d)
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Section 5.1 Access Effective Date: 9/26/2013
Revised: 03/12/2018

POLICY

GCHD will implement procedures for electronic information systems that maintain
electronic protected health information to allow access only to those persons or software
programs that have been granted access rights.

PROCEDURE

1. Unique User Identification. All workforce members will be assigned a unique user
name and number for identifying and tracking user identity.

a. Each computer user shall be assigned a unique user name and number (“user
ID”). The user ID, as well as a password chosen by the computer user, will be
required to access the computer and GCHD information systems. An individual
may be assigned the same user ID for access to multiple systems.

b. The Director of Information Technology or designee will provide the computer
user with a user ID. A record of all user IDs will be maintained in a secure
setting.

¢. User IDs will be immediately deactivated, and user access will be revoked,
upon the resignation or termination of a workforce member.

2. Emergency Access Procedure. GCHD will establish procedures for obtaining necessary
electronic protected health information during an emergency.

a. The Chief Executive Officer or designee will identify key workforce members
who must have access to system information, as well as identify the most
critical operations that must be restored to continue the daily business of
GCHD, to alleviate the emergency.

b. Upon resolution of the emergency, the workforce members who had emergency
access will have such access deactivated and the former permissions reinstated.

3. Automatic Log off. GCHD will implement electronic procedures that terminate an
electronic session after a predetermined period of time,

a. Password-protected screensavers will activate at all workstations if there is no
activity at a workstation for more than 15 minutes.
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4. Encryption and Decryption. GCHD has determined that it is appropriate to implement
encryption on protected health information.

a. All workforce members who transmit protected health information via email
must encrypt the email before sending the information outside GCHD.

b. Workforce members are prohibited to send electronic protected health
information over non-secured networks (e.g. transmitting protected health
information over cellular devices, tables with Wi-Fi, etc. this includes, but not
limited to, sending an email with protected health information from a GCHD
issued cellular phone).

c. Each workforce member must ensure that clectronic protected health
information is sent over a secured network.

REFERENCES

AS 3.3.3, Termination Procedure

AS 3.5.5, Password Management

AS 3.7, Contingency Plan

PS 4.1.1, Contingency Operations

PS 4.2, Workstation Use

PS4.3, Workstation Security

TS 5.2, Audit Controls

TS 5.3, Integrity Controls

TS 5.4, Authentication of Entity or Person
T85.5.2, Encryption

45 C.F.R. § 164.312(a)
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Section 5.2 Audit Controls Effective Date: 9/26/2013

Revised: 03/12/2018

POLICY

GCHD will implement hardware, software, and/or procedural mechanisms that record and
examine activity in information systems that contain or use electronic protected health
information.

PROCEDURE

1.

Audit Control Mechanism. The Chief Executive Officer or Director of Information
Technology or designee will designate an individual to conduct audits on its
information systems that track user access. The computer system will have
hardware/software or another procedural mechanism in place whereby access to the
system is tracked according to workforce member user ID’s and passwords.

2. Activities to be Tracked. These audits will examine specific tracking records created by

workforce members accessing and documenting confidential electronic protected
health information. Such activities will include, but are not limited to, unsuccessful
log-in attempts and unauthorized access.

Review and Respond. Audits will be conducted at least semi-annually. The audit results
will be reported to the Chief Executive Officer, Director of Information Technology,
and Security Officer to further assess potential security weakness or further
investigation. The audit will be conducted to:

a. Ensure integrity, confidentiality and availability of information and resources

b. Investigate possible security incidents and ensure conformance with security
policies

c. Monitor user or system activity where appropriate

A. Audit Trails and Reports. Director of Information Technology and the Security Officer,

or their respective designees will be responsible for maintaining the audit trails and
reports. These reports will be maintained in a secure location according to GCHD
record retention guidelines.
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REFERENCES

Policy AS104, Information Systems Activity Review
Policy AS 3.4, Information Access Management
Policy AS 3.5.4, Log-in Monitoring

Policy AS 3.5.5, Password Management

Policy PS 4.1.3, Access Control and Validation
Policy TS 5.1, Access

45 C.F.R. § 164.312(b)
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Section 3.3 Integrity of Electronic PHI Effective Date: 9/26/2013
Revised: 03/12/2018

POLICY

GCHD will implement procedures to protect electronic protected health information from
improper alteration or destruction,

PROCEDURE

1. The Director of Information Technology or designee will implement policies and
procedures to protect electronic protected health information from improper alteration
or destruction. Some of these policies and procedures are identified in this Security
Manual,

2. Security Officer, Director of Information Technology, and their respective designees,
will review policies and procedures on an annual basis to determine whether there is a
need to impose electronic mechanisms to corroborate that electronic protected health
information has not been altered or destroyed in an unauthorized manner.
Determination will be considered in light of the cutrent threats, available solutions, and
costs and given to the Chief Executive Officer for review.

REFERENCES

AS 3.1.4, Information Systems Activity Review
TS 5.2, Audit Controls

45 C.F.R. § 164.312(c)
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Section 5.4 Authentication of Entity or Person Effective Date: 9/26/2013
Revised: 03/12/2018

POLICY

GCHD will implement procedures to verify that a person or entity secking access to
electronic protected health information is the one claimed.

PROCEDURE
1. Person Authentication.

a. A user ID and appropriate password will be required to access GCHD’s
information system.

b. Users will be responsible for keeping their user IDs and passwords confidential.

c. Ifa user becomes aware that someone has improperly accessed his or her user
ID andfor password, the user must immediately notify the Director of
Information Technology and Security Officer.

2. Entity Authentication.

a. Director of Information Technology will assign each entity needing access to
GCHD’s electronic information system containing protected health information
a unique user ID. A unique user ID and password will only be assigned to those
entity personnel with a need to know to perform the service required.

b. Entities will be responsible for keeping their user IDs and passwords
confidential. Entitics will not make their user ID and password available
companywide.

c. Entitics must follow GCHD policies and procedures, including those listed in
the Security Manual.

d. Entitics must immediately notify the Director of Information Technology and
Security Officer if they become aware that someone has improperly accessed
his or her user ID and/or password.

REFERENCES
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AS 3.4, Information Access Management
AS 3.5, Awareness and Training

TS 5.1.1, Unique User Identification

TS 5.2, Audit Controls

45 C.F.R. § 164.312(d)
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Section 5.5 Transmission Security Effective Date: 9/26/2013
Revised: 03/12/2018

POLICY

GCHD will implement technical security measures to guard against unauthorized access to
clectronic protected health information that is being transmitted over an electronic
communications network.

PROCEDURE

1. Integrity Controls. GCHD will implement, where appropriate, security measures to
ensure that electronically protected health information is not properly modified without
detection until disposed of.

a. A user 1D and appropriate password will be required to access GCHD’s
information system.

b. Audit controls will be established to track access to the system and any
modifications to electronic protected health information, and tracking records
will be reviewed by the Director of Information Technology, or designee, on an
on-going basis.

c. Anti-virus software will be used.

d. The electronic protected health information will be protected from unauthorized
Internet access through the use of firewalls and authentication devices.

2. Encryption. GCHD will implement, where appropriate, a mechanism to encrypt
electronic protected health information.

a. All workforce members who transmit protected health information via email
must encrypt the email before sending the information outside GCHD.

3. Security Protection. Director of Information Technology or designee will implement
procedures to protect electronic protected health information that is transmitted over an
electronic communications network. Some of these policies and procedures are
identified in this Security Manual.
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REFERENCES

Policy PS 4.1.3, Access Control and Validation Procedures
Policy TS 5.1, Access

Policy TS 5.3, Integrity of Electronic PHI

Policy TS 5.4, Authentication of Entity or Person

45 C.F.R. § 164.312(¢)
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ORDER OF THE GALVESTON COUNTY COMMISSIONERS COURT
RESTRICTING REPRESENTATION TO OR FOR THE
GALVESTON COUNTY HEALTH DISTRICT

State of Texas §
8
County of Galveston §

On this, the 9" day of April, 2018, the Commissioners Court of Galveston County,
Texas convened in a Regularly Scheduled Meeting with the following members present:

Mark Henry, County Judge;

Darrell D. Apffel, Commissioner, Precinct. No. 1;
Joe Giusti, Commissioner, Precinct No. 2;

Stephen D. Holmes, Commissioner, Precinct No. 3;
Kenneth Clark, Commissioner, Precinct No. 4; and
Dwight D. Sullivan, County Clerk

when the following proceedings, among others, were had, to-wit:

Whereas, the Galveston County Health District is a Public Heaith District established
under the Local Public Health Reorganization Act, currently codified as Chapter 121 of the
Texas Health and Safety Code, and is a political subdivision of the State of Texas;

Whereas, the governing body of the Galveston County Health District is the United
Board of Health;

Whereas, the Galveston County Legal Department was established by the
Commissioners Court of Galveston County, Texas, and the attorneys in the Galveston County
Legal Department are appointed by the Commissioners Court of Galveston County, Texas;

Whereas, heretofore, with authorization from the Commissioners Court of Galveston
County, the attorneys in the Galveston County Legal Department have rendered legal services to
the Galveston County Health District;

Whereas, such authorization is memorialized in, inter alia, the Resolution adopted by
Commissioners Court on November 5, 1990, contained in Minute Numbers 300-10-0118 through
300-10-0119 of the Official Minutes of the Commissioners Court; the Resolution adopted by
Commissioners Court on February 25, 1991 and under Minute Numbers 300-10-1338 through
300-10-1339 of the Official Minutes of the Commissioners Court; and the correspondence
adopted by Commissioners Court on September 10, 1990 and under Minute Number 300-09-
2312 of the Official Minutes of the Commissioners Coutt;

Whereas, Coastal Health and Wellness is a Federally Qualified Health Center contained
in the Galveston County Health District, delegated authority by the United Board of Health, and
recently received negative findings from the Joint Commission pertaining to sterilization
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practices or failures within the Dental Clinic within Coastal Health and Wellness and which has
led to the testing of thousands of persons for human immunodeficiency virus (HIV), Hepatitis B,
and Hepatitis C;

Whereas, pursuant to Cooperative Agreement in accordance with the Local Public
Health Reorganization Act, Galveston County is a member government in the Galveston County
Health District;

Whereas, Galveston County is an independent and separate political subdivision of the
State of Texas distinct from the Galveston County Health District; and

Whereas, the attorneys within the Galveston County Legal Department are subject to the
Texas Disciplinary Rules of Professional Conduct of the State Bar of Texas, and the
Commissioners Court wishes to restrict the attorneys” representation of the Galveston County
Health District/Coastal Health and Wellness to avoid any conflicts that would prectude such
attorneys from rendering legal services to the Commissioners Court of Galveston County, Texas.

Now Therefore, it is hereby ORDERED, by the Commissioners Court of Galveston
County, Texas, that the authority of the attorneys and personnel within the Galveston County

Legal Department to render legal services and representation to the Galveston County Health
District is hereby AMENDED as follows:

¢ No legal services, including but not limited to representation in the Federal or State
Courts, and the representation of handling Public Information Act requests, are to be
provided from the attorneys and personnel within the Galveston County Legal
Department to or for the Galveston County Health District on any matters relating to,
resulting from, or arising out of the Coastal Health and Wellness equipment sterilization
practices or deficiencies thereof;

» All previous authorizations, resolutions, orders, or prior actions of the Commissioners
Court authorizing the attorneys and personnel within the Galveston County Legal
Department to render legal services to or for the Galveston County Health District are
hereby AMENDED to be in conformity with this Order; and

o This Order is and shall be effective on and from its issuance,

Execution of this Order is on the immediately following page.

The rest of this page is intentionally left blank.
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The
Coastal

Wave

Mental health is essential to overall health, well-being

When you or someone
you love is dealing with
a mental health concern,
sometimes it’s a lot to han-
dle.

It’s important to remem-
ber that mental health is es-
sential to everyone’s overall
health and well-being, and
mental illnesses are com-
mon and treatable.

So much of what we
do physically impacts us
mentally. That is why this
year’s theme for May Men-
tal Health Month — Fitness
#4Mind4Body — is a call to
pay attention to both your
physical health and vyour
mental health, which can
help achieve overall well-
ness and set you on a path
to recovery.

May is Mental Health
Month was started 69 years

ago by Mental Health Amer-
ica to raise awareness about

mental health conditions
and the importance of good
mental health for everyone.
Last year, Mental Health
Month materials were seen
and used by more than 230
million people, with more
than 10,000 entities down-
loading MHA’s tool kit.

This May is Mental Health
Month, we are focused on
how a healthy lifestyle may
help prevent the onset or
worsening of mental health
conditions, as well as heart
disease, diabetes, obesity
and other chronic health
problems. It can also help
people recover from these
conditions. Eating healthy
foods, managing stress, ex-
ercising and getting enough

Mental Health, page 3

www.coastalhw.org

acebook.com/coastalhealthwelliness

Hats off to CHW’s awesome nurses!

National Nurses Week May 6-12

During National Nurses Week, Coastal
Health & Wellness extends a special thank
you to our nurses who continue to provide
the highest level of quality care to our pa-

tients.

All nurses deserve special recognition for
their efforts in delivering compassionate
care while embodying the principles of ethi-
cal practice in their profession.

age



The Coastal Wave

What to Know

Uncontrolled high blood pressure puts your health at risk

What you don’t know
about high blood pressure
could hurt you. High blood
pressure affects one in three
Americans, yet many peo-
ple with the condition don’t
know they have it.

Uncontrolled high blood
pressure raises the risk for
heart disease and stroke,
which are leading causes of
death in the United States.
Fortunately, high blood
pressure is treatable and
preventable. To lower your
risk, get your blood pressure
checked regularly and take
action to control your blood
pressure if it is too high.

Possible links to
dementia

Recent studies show that
high blood pressure is linked
to a higher risk for demen-
tia, a loss of cognitive func-
tion. Timing seems to mat-
ter. Some evidence suggests
having uncontrolled high
blood pressure during mid-
life (age 45 to 65) creates a
higher risk for dementia lat-
erin life.

Young people can have high
blood pressure, too

High  blood pressure
doesn’t just happen to old-
er adults. About one in four
men and nearly one in five
women age 35 to 44 has
high blood pressure. Experts
think the increased risk for
stroke among young adults

By living a healthy lifestyle, you can help keep your
blood pressure in a healthy range and lower your risk
for heart disease and stroke.

A healthy lifestyle includes:

e Eating a healthy diet

e Maintaining a healthy
weight

*Getting enough physical
activity

is a direct result of the rising
rates of obesity, high blood
pressure and diabetes.

“Silent Killer” lacks
symptoms
High blood pressure is
sometimes called the “silent
killer” Most people with
high blood pressure don’t
have any symptoms, such as

eNot smoking

e Limiting alcohol us
Learn more about steps

you can take to prevent

high blood pressure.

sweating or headaches. Be-
cause many people feel fine,
they don’t think they need
to get their blood pressure
checked.

Even if you feel normal,
your health may be at risk.
Talk to your doctor about
your risk for high blood
pressure.

Many cases go

undiagnosed
About 11 million U.S.
adults with high blood pres-
sure aren’t even aware they
have it and are not receiv-
ing treatment to control
their blood pressure. Most
people with uncontrolled
blood pressure have health
insurance and visit a health
care provider at least twice
a year, but the condition re-
mains undiagnosed, hidden
from the doctor and patient.

Women and minorities
face unique risks

Women with high blood
pressure who become preg-
nant are more likely to have
complications during preg-
nancy than those with nor-
mal blood pressure. Women
with high blood pressure
who want to become preg-
nant should work with their
health care team to lower
their blood pressure before
becoming pregnant.

African American men
and women have higher
rates of high blood pressure
than any other race or eth-
nic group. These individuals
are also more likely to be
hospitalized for high blood
pressure. Experts think this
is related to higher rates of
obesity, diabetes, and stroke
among this group.

Courtesy of the Centers for Disease
Control and Prevention

www.coastalhw.org

n Facebook.com/coastalhealthwellness
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Mental Health

sleep can go a long way in
making you both physically
and mentally healthy.

It is important to really
look at your overall health,
both physically and mental-
ly, to achieve wellness. Get-
ting the appropriate amount
of exercise, eating healthy
foods that can impact your
gut health, getting enough
sleep and reducing stress
— it’s all about finding the
right balance to benefit both
the mind and body.

MHA has developed a se-
ries of fact sheets (available
at www.mentalhealthamer-
ica.net/may) on the impor-
tance of exercise, diet and
nutrition, gut health, sleep
and stress management.
Also new this year is the
#4Mind4Body  Challenge,
where we call on everyone

to join us in completing a
small task each day during
the month of May — and tell
us about it on social media
using #4Mind4Body. Learn
more here: www.mental-
healthamerica.net/chal-
lenge.

For more information
on May is Mental Health
Month, visit Mental Health
America’s website at www.
mentalhealthamerica.net/
may.

Courtesy of Mental Health America
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Coastal Health & Wellness Updates

Contact Center —
e Two additional phone queues have been added to help with calls to the NurseLine and to Dental
area. These additional lines will provide customers with an opportunity to speak directly with
someone in these areas that can assist them.

Saturday Clinic Hours —

e Currently, the clinic is scheduled to see patients on Saturdays from 10:00 AM to 5:00 PM. Two
medical providers are scheduled on Saturdays, with one provider working 8 hours and another
provider working 4 hours. The 8 hour provider handles walk-ins and the 4 hour provider sees
patients with scheduled appointments.

e Since the number of patients seen in the afternoon on Saturdays are very few, we have decided
to modify Saturday clinic hours from 8:00 AM to Noon, beginning May 5, 2018. Each provider
would work 4 hours and see both scheduled and appointed patients during this time.

e The reduction in hours should still allow for the same number of patients to be served but will
result in reduced staffing and security costs.

Dental Clinic -
e The Texas City Dental Clinic resumed services on April 16. During the first week of resumed
operations, a total of 62 dental patients were seen.
e The Galveston Dental Clinic remains closed at this time and will be re-evaluated at a later date.

UTMB OB/GYN Agreement —

e We were recently notified that the agreement between Coastal and UTMB OB/GYN will not be
renewed and will terminate effective Mary 15, 2018. The agreement was entered into by both
parties in June 2017 and provided for one UTMB Nurse Practitioner to provide obstetrics and
gynecology services at Coastal Health & Wellness for 8 hours each month. UTMB stated that
they were unable to continue with the agreement because they no longer had the personnel to
cover the scheduled requirements.

UTMB Professional Services Agreement —

e UTMB and Coastal recently entered into an agreement in which UTMB will provide Coastal with
one licensed physician during mutually agreed upon service dates and times for a minimum of 8
hours per week, comprised of (2) four-hour clinical sessions. Physician will be responsible for
supervision of any UTMB medical students who have been authorized to assist in providing
services to Coastal Health & Wellness patients.

Crucial Catch Grant -

e We continue to provide mammography services through the Crucial Catch grant. The grant
provides $75,000 in funding from October 2017 to April 2019. To date, three screenings were
held on the Mobile Mammography bus located in the CHW parking lot, resulting in 52 patients
screened. The next screening is scheduled for July 20, 2018. In addition, iPads have been
ordered through grant funds to help educate patients about mammography screenings. The
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iPads allow for women between the ages of 40 to 64 to view a short mammogram screening
video to help them understand the process. The next Crucial Catch event will be scheduled at
Coastal in October.

Communications —

e News Releases/ Website News Posts
0 CHW Texas City dental clinic to open
0 Coastal Health & Wellness works to Correct Practices
O Galveston County Health District recommends testing for Coastal Health and Wellness

Patients

e  April Campaigns
0 CHW Texas City dental clinic to reopen
0 CHW Texas City dental clinic opens

o Videos
0 CHW Press Conference 3.26.18

Governing Board —
¢ Annual Performance Evaluations
0 Training was provided to management on how to conduct performance evaluations. The
training included an overview of the performance review form, self-review form,
objectives of a review, pitfalls to avoid, and how to conduct the meeting. Managers will
be conducting annual performance reviews for all employees over the next month
e Salary Increases -
0 Cost of living increases and/or salary adjustments were processed for all Coastal Health
& Wellness employees based on the approved budget.

CHW Career Opportunities —
o Job Offers — The following candidate(s) were extended job offers and have future start dates:
0 Cynthia Santana — Electronic Records Specialist
0 Esmeralda Martinez — Medical Aide
0 Cynthia Henderson — LVN
e Current Vacancies —
0 CHW Administration — Clinical Compliance Specialist, CHW Dental Director, CHW
Executive Director
0 Contact Center — Contact Center Specialist
0 Dental — Full-time Dental Assistant (2), Part-time Dental Assistant, Supervisor of Dental
Assistants
O Lab & X-Ray — Lab & X-Ray Technician (3)
0 Medical — Midlevel Provider (Nurse Practitioner or Physician Assistant) (2)
0 Nursing — LVN, Medical Aide

Governing Board Contract Report: March 2018
1. The District, including Coastal Health & Wellness, entered into a Billing Management and

Payment Services Agreement with Modas. The purpose of this contract is to provide discounted
cellular and mobile solutions to our employees through Sprint.
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YTD Comparison Report - January through March

Patient Services - Patients Checked-In 2017 2018 % Change
Medical 9,079 10,175 12%
Dental 3,174 1,069 -66%
Contact Center 2017 2018 % Change
Calls 41,990 45,354 8%
Average Wait Time (Goal < 2.30) 1.18 1.28 8%
Electronic Records 2017 2018] % Change
Record Requests 2,628 2,712 3%
County Indigent Program 2017 2018] % Change
Applied 369 376 2%
Referrals 837 1361 63%
Avg Total Patients on Program 238 236 -1%
Case Management 2017 2018 % Change
Referrals 2,675 3,453 29%




Patient Services - Total Patients Checked- Contact Center - Calls and Wait Time
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Coastal Health & Wellness Board Presentation

Texas 1115 Healthcare Transformation Waiver

The Impacts of Projects and the Systematic
Improvement Opportunities Going Forward

Craig Kovacevich, MA

Associate Vice President, Waiver Operations & Community Health Plans
Office of the President

University of Texas Medical Branch at Galveston

April 26, 2018



Excerpt from DSRIP Approval Letter

“We believe the DY 7-8 protocols will set a strong baseline for the
next era of delivery system reform within Texas, and the
Transition Plan will help Texas lay out its strategy for continuing

its delivery system reform efforts.”

-CMS

Working Together to Work Wonders 2



Today we will:

1. Review the Texas 1115 Waiver’s Impact to Date

2. Outline the Programmatic Changes to the 1115
Waiver

3. Discuss the Power of the Collaborative Learning
Structure

Working Together to Work Wonders 3



Background: 1115 Healthcare Transformation Waiver

* Five-year demonstration waiver approved by CMS in December 2011;
expired September 2016

* Approximately $29 billion value inclusive of Uncompensated Care (UC)
and Delivery System Reform Incentive Payment (DSRIP)

* Purpose:
* Preserve supplemental funding under a new methodology

* Expand Medicaid managed care statewide (transition from fee-for-
service payment model)

* Transform patient care delivery through innovative projects that
advance the Triple Aim of Healthcare:

* Improve the patient experience of care
* Improve the health of populations
* Reduce the per capita cost of health care

Working Together to Work Wonders



1115 Waiver Extension

 15-month Extension (October 1, 2016 to December 31, 2017)
* Approval received on May 2, 2016
* Maintains current funding levels for both UC and DSRIP
* $6.2 billion per year — $3.1 billion for UC and $3.1 billion for DSRIP
* Promotes sustainability planning and Medicaid managed care alignment

* Additional 5 years (January 1, 2018 to September 30, 2022)
e Approval received on December 21, 2017

e UC: maintains current funding levels for 2 years, subsequent years will be
determined based on provider charity care data

e DSRIP: maintains current funding levels for 2 years, followed by 2 years of
funding which will decrease each year (5% year will have zero funding)

* Transitions from individual projects to “system” approach

Working Together to Work Wonders
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Evolution from Project to System Approach

e Updated protocol approved for DY7-8, October 1, 2017 to September 30,
2019 (DY9-11 TBD)

e Builds upon current DSRIP project structure

* Individual projects evolve into larger, system-level initiatives and
targeted clinical outcomes

* Focus remains on target population: Medicaid recipients and low-
income uninsured individuals

e Continues advancing the Triple Aim of Healthcare
* Clinical outcomes and quality standards remain priorities
* Promotes collaboration for organizations who share patients

Working Together to Work Wonders



DY7 Structure and Funding Distribution

RHP Plan Update Submission (20%)

Submit RHP Plan Update by April 30, 2018

Includes Measure Bundle selections, baselines, and other associated DSRIP values

Category A — Required Reporting (0%)
Core activities, alternative payment
methodologies, costs and savings, and
collaborative activities

Category B — MLIU Patient Population by
Provider (10%)
* Number of MLIU individuals served by the
system must be maintained each year
(allowable variation determined by HHSC)

Category C — Measure Bundles (55 or 65%)
Pay-for-performance on clinical and/or
quality measure outcomes
Bundle selections may include: Pediatric
Care, Maternal Care, Chronic Disease
Management, etc.

Category D — Statewide Reporting Measure
Bundle (15 or 5%)

e Pay-for-reporting on a statewide bundle
focused on a population health
perspective

+ Can be increased to 15% if private
hospital participation minimums are met

DY8 Funding Distribution: 0% Category A, 10% Category B, 75% or 85% Category C, 15% or 5% Category D

DY9-11 Funding Distribution: TBD

Working Together to Work Wonders
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Coastal Health & Wellnhess
e All Funds Valuation: $950,000 per DY7 and DY8

e Category C Selections:
e L1-107: Colorectal Cancer Screening

e L1-115: Comprehensive Diabetes Care: Hemoglobin Alc (HbAlc) Poor
Control (>9.0%)

* L1-186: Breast Cancer Screening

Working Together to Work Wonders 8



DSRIP Focus and Goals

* Target population: Medicaid recipients and low-income uninsured
individuals

e |nitiatives are aimed at enhancing patient care through increased access,
better coordination, and improved quality outcomes

e Collaborative efforts have focused on sharing best practices in order to
facilitate better overall outcomes

* New proposed protocol encourages continuation of collaboration and
potential new partnership opportunities

 Trend towards transformation to “system networks”

* Hospital and health systems expanding to function more as integrated
networks, to include mix of outpatient and post-acute services in
addition to traditional hospital services

e Able to capture revenue sources from diverse group of patients,
changing their patient mix to add those who need less hospital care

Working Together to Work Wonders



Regional Healthcare Partnership (RHP) Structure

20 RHPs

254 counties

>300 Performing Providers
$3.1B per DY7 and DY8 for DSRIP

RHP 2

16 counties

15 Performing Providers

$111.6M per DY7 and DY8 for DSRIP

Working Together to Work Wonders
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UTMB, Anchor for RHP 2

* Primary roles and responsibilities as Anchor
e Serve as liaison between HHSC and Performing Providers

e Coordinate RHP plans, including public outreach and regional
stakeholder engagement

Facilitate regional learning collaborative opportunities

The RHP 2 Anchor Team also provides the following additional support:

* Technical assistance via teleconference, in-person meetings, and/or

webinars for understanding protocols, reporting, and other DSRIP-
related deliverables

» Specific, targeted provider-level assistance by request

* Review and check semi-annual reports, RHP Plan Update templates,
etc. prior to submission

Working Together to Work Wonders
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Regional Learning Collaborative Opportunities

UTMB, as Anchor, implemented two regional learning collaboratives that
have been successful for both UTMB and regional providers during the
initial Waiver

Learning Collaborative activities will continue under the new DSRIP

program structure

Collaborative efforts have focused on sharing best practices in order to
facilitate better overall outcomes for individuals served by RHP 2

Performing Providers

To enhance these offerings, RHP 2 will partner with RHP 1 to allow for a
broader perspective/enhanced networking and knowledge sharing

RHP 2 providers will be invited to RHP 1’s learning collaborative events,

and vice versa

Working Together to Work Wonders
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Regional Learning Collaborative Opportunities

e Chronic Disease Management
* Natural progression from the previous work on 30-Day Readmissions
e Continuation of regional engagement to promote best practices

e Parallel Plan-Do-Study-Act (PDSA) efforts to promote improved chronic
disease management strategies amongst regional performing providers

* Behavioral Health
e Continuation of efforts on:
* Integration of primary and behavioral care
* Peer support
* Crisis services
e Substance abuse

e |dentification of implementable practices to improve whole person
wellness

Working Together to Work Wonders 13



Opportunities: Enhanced Collaboration

e Continuation of transformational region-wide initiatives, with additional
focus on cross-regional efforts

* Strong desire by providers to build on individual work with more robust
collaboration

e Continue to build on existing relationships and develop new
opportunities to expand

* Greater partnership with Medicaid Managed Care Organizations to
enhance:

* Exploration of alternative payment models, such as “bundled
payments” and “shared savings arrangements”

* Quality reporting

* Better, coordinated care management for shared chronic disease
and/or complex patient populations

* Development of “systems of care”

Working Together to Work Wonders 14



Opportunities: Community Health

* DSRIP initiatives are “incubators” for population health

 QOutcome metrics are tied to target populations, based on community
needs and project scope

Working Together to Work Wonders 15



Opportunities: Population Health Management

DSRIP initiatives are “incubators” for population health

Shift to system-level Measure Bundles further transforms and focuses
quality outcomes on target populations

_dick.

Quality compliance : — [
-

Patient cost

measurement v — and utilization

Pharmaceutical - Predictive
utilization modeling
optimization r to stratify
population
Network Provider alignment
management and verification analysis

Working Together to Work Wonders

Source: http://www.mckesson.com/population-health-management/population-health/prepare-for-change/
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Want to Know More?

Craig S. Kovacevich, MA

Associate Vice President,

Waiver Operations & Community Health Plans
409-766-4047

cskovace@utmb.edu

www.utmb.edu/1115

Back to Agenda
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Ratification of Action Taken by Previous Executive Director to Waive Electronic
Record Fees in the Amount of $43 from 3/23/18 to 4/14/18 Due to GCHD
Investigation

A total of 14 individuals requested their medical or dental records from Coastal
Health & Wellness as a result of the GCHD investigation. The total cost of
medical record fees waived from 3/23/18 to 4/14/18 was $43 and was approved
by the previous Executive Director. Patients were also encouraged to enroll in
the Patient Portal, which would enable them to access their records at no cost.

Requested Action: Ratification of action taken to waive electronic record fees in
the amount of $43 from 3/23/18 to 4/14/18.

Back toAgenda
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Back to Agenda

10






Consider for Approval Request to Purchase NextGen EHR Connect Software in the Amount of $8,150
to Meet Meaningful Use Requirements for 2018

In order to meet 2018 meaningful use requirements for the Electronic Health Record (EHR) Medicaid Incentive Program
through CMS, a provider is required to create the summary of care records using a Certified Electronic Heath Record
Technology (CEHRT) and to transmit the summary of care record electronically.

Objective: The Eligible Provider who transitions their patient to another setting of care or provider of care, or refers their
patient to another provider of care, provides a summary care record for each transition of care or referral.

{1) Use certified EHR technology (CEHRT) to create a summary of care record; and
{2) Electronically transmit such summary to a recelving provider for more than 10 percent of transitions of care and

referrals

COSTS:

*  One- time costs:
»  Software - $4,000
+  Services - $4,150
$8,150

+  Maintenance cost increase of $237.50 / quarter (annual cost of $950)

Recquested ACTION: We are requesting approval to proceed with purchasing the NextGen EHR Connect software in the
amount of $8,150 from Quality Improvement (Ql) funding. Ongoing maintenance costs will be absorbed through the

operating budget.

Submitted to CHW Governing Board 4/26/18
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82950 -90 $17 $17 30
g:g:; :gg Hemoglobin Electrophoresis (hemoglobinopathy) Panel $45 $45 :g
g0t S Hematocrit (HCT) / Hemoglobin (Hgb) Panel $9 $9 :g
80076 -90 $0
82977 -90 Liver Function Panel (includes: albumin, billirubin total, phosphate alkaline, protein total, $41 $41 $0
83615 -90 transferase alanine amino, fransferase aspartate amino, LDH, GGT) %0
80061 -90 Lipid Panel (includes: cholesters| serum fotal, HDL cholestergl, triglycerides, LDL and VLDL ) $19 519 $0
84550 -90 $0
85652 -90 50
86038 -90 Rheumatoid Panel {includes: uric acid; sed rate, ANA, ASQO, C-reactive protein, $70 $70 $0
86060 -90 rheumatoid factor) $0
86140 -90 $0
86431 -90 $0
83001 -90 $0
83002 -90 $0
g:lgg -gg Testicular Function Profile Panel (includes: FSH, LH, $211 $211 :30
- : ) $0

84436 20 prolactin level, testosterone free and total, thyroxine total, TSH, T3/T4) $0
84442 -90 $0
84479 40 $0
84436 -90 Thyroid with TSH Panel (includes: thyroxine total, $0
84443 -90 TSH, thyroid hormone T3/T4) $0
84479 -90 ' $57 $57 $0
85060 -90 Blood Smear, peripheral interpretation $47 $47 30
83880 -90 B-Type Natriuretic Peptide {BNP) $65 $65 30
82306 -90 Calcifediol - Vitamin D $57 $57 $0
85025 -90 Complete Blood Count (CBC) $15 $15 $0
84681 -90 C-Peptide $39 $39 30
82746 -90 Folic Acid $28 328 $0
84702 -90 HCG (human chorionic gonadotropin) Quantitative, Serum $30 $30 0]
83498 -90 Hydroxyprogesterone, 17-D (ACTH) $52 $52 $0
83615 -90 LDH (Lactate Dehydrogenase) $12 512 $0
83655 90 Lead - Blood (pedi) $23 $23 30
83735 -90 Magnesium, serum $13 $13 $0
83930 -90 Osmolatity, Serum $13 $13 $0
83970 -80 Parathormone (parathyroid hormone) $79 $79 $0
84100 -90 Phosphorus $S $9 $0
34030 -90 PKU (phenylalanine) $11 $11 $0
84132 -90 Potassium, Serum 39 39 $0
85610 -90 Pro Time / INR $8 $8 $0
|84146 -90 Prolactin Level $37 $37 $0
84153 -90 PSA (Prostate Specific Antigen) total $35 $35 $0
84244 -90 Renin Activity (plasma) $42 $42 $0
85652 -90 Sed Rate (blood test) nonautomated $5 35 30
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82607 -90 Serum B12 $30 $30 $0
85660 -90 Sickle Cell Screening $11 $11 $0
84295 90 Sodium Serum 39 $9 $0
86376 -90 Thyroid auto-antibodies $27 $27 $0
84443 -90 TSH (thyroid stimulating hormone} $32 $32 $0
84550 90 Uric Acid, blood $10 $10 $0
Infectious Disease Tests

80074 90 Hepatitis Panel, Acute {includes: hep A
antibody. IgM; hep B core antibody, 1gM; hep B surface antigen; hep C virus antibody) 367 $67 $0
86735 -90 $0
86762 -80 MMR Panel (Measles, Mumps, & Rubella antibody titers) $0
186765 <80 $77 $77 $0
87070 -80 Aerobic culture and sensitivity $16 316 $0
87075 -90 Anaerobic culture and sensitivity 318 $18 $0
86360 -90 CD4/CD8 $87 $87 $0
87110 -90 Chlamydia Culture (vaginal, oral, rectal swab}, $47 $47 $0
87140 -90 Chlamydia Culture typing (amino fluorescent method) $0
:;::: :gg Chylmadia / Gonorrhea Trach DNA Amp Probe $132 $132 gg
:;g:g :gg Culture, Stool _ (includes: Bacteria, aerobic $59 $59 :g
57427 - wiisolation & preliminary exam, addition pathogens if positive, Shiga-like toxin) 50
87046 -90 Culture, Stool {additional pathogens if positive) $18 $18 $0
86663 -90 Epstein - Barr (EB) virus, early $25 $25 $0
87081 90 Gonorrhea culture {vaginal, oral, rectal swab) $13 $13 $0
86706 -90 Hepatitis B Surface Antibody (Qualitative) $21 $21 30
86694 90 Herpes Simplex, Types 1 and 2, IgM (acute) $28 $28 30
86695 -90 Herpes Simplex, Types 1 and 2, I9G (chronic) $25 $25 $0
86703 -90 HIV 1 Preliminary Test with Confirmation $26 $26 50
87536 -90 HIV - 1, Quantification $158 $158 $0
86765 -90 Measles {rubeola) antibody titer $25 $25 $0
86735 -90 Mumps antibody titer $25 $25 $0
87177 -90 Ova and Parasites direct smears (concentration and identification) $17 $17 $0
86592 -90 RPR (syphilis) $8 $8 $0
86762 -90 Rubella antibody titer $28 $28 $0
87086 -890 Urinalysis culture and sensitivity $15 $15 $0
86737 90 Varicella Zoster $25 $25 $0

Prenatal Tests

85025 -90 $0
86850 -90 $0
86703 -90 $0
86762 90 Pre-Natal Profile Panel (includes: CBC, HIV-1, $124 $124 )
86502 .90 rubella, RPR, Rh(d), blood typing ABO, hep B antigen, RBC and antibody screen) 30
86901 -90 $0
87340 -90 30
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Report on Status of Joint Commission Recommendations and Corrective Action Plan

In response to Joint Commission recommendations, the following actions have been taken:

The Coastal Health & Wellness (CHW) Infection Control Policy was established and approved by
the Coastal Health & Wellness Governing Board on 3/1/2018. The policy states that CHW will
implement infection control procedures according to evidence-based guidelines {CDC and AAMI)
and establish procedures to ensure compliance. Infection control procedures have been
established for the following:

o Use and maintenance of sterilization equipment

o Cleaning and disinfecting of equipment and work areas

o Logs to provide proper documentation of sterilization equipment and to monitor

compliance
o Appropriate process when donning and removing personal protective equipment (PPE}

Checklists have also been established to assure that daily, weekly and monthly tasks are
completed as outlined.

The CHW Infection Control Policy states that clinical staff will be trained on infection control
guidelines and procedures annually or more frequently as needed based on their job
requirements. Training has been provided and documented in the following areas and will be
maintained on an ongoing basis:

o OSHA and infection control
Sterilization procedures and equipment
Hand hygiene and PPE
Eyewash station
Fire Extinguisher
AED

o 0O 0 O 0O

Job descriptions have also been updated to include adherence to job specific competencies
within established department deadlines.

The CHW Infection Control Policy established a new position, called the Clinical Compliance
Specialist. This position, working with appropriate clinica! staff, wili regularly review infection
control procedures and update as needed. In addition, it will be the responsibility of this position
to make sure that a risk assessment is completed in order to prioritize risks, ensure that trainings
are consistently documented and monitored, and that environment of care surveys are completed
as designated. Eileen Dawley, RN and GCHD Chief Nursing Officer is currently assuming this role
on an interim basis until this position is filled.

The Infection Disease Control Committee members have been established and are currently
working on the following initiatives:

o Risk assessment and checklists based on CDC reference materials

o Infection control program goals and responsibilities

o Review of infection control surveys for dental, nursing and lab

o Presentation of infection control program to all employees {annual training}

o Janitorial service review

Back to Agenda
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Coastal Health & Wellness Governing Board

Quarter 2, 2018 — Compliance Report

(The information presented in this Report covers January, February, and March of 2018)

02/06/2018 -CHW

Alert Alarm notified the Executive Director that there
was an issue with the alarm—specifically, the alarm
was not set. There was a discrepancy as to who is
responsible for setting the alarm—WIC or CHW.

e Preventable Incident

Created a new sign in/sign out log procedure for
staff who are responsible for disarming and setting
the alarm. All who disarm and/or set the alarm and
sign the log will be held accountable.

02/14/2018-CHW

After using the ladies room, the bungie cord on
employee’s wrist slipped off and fell into the
commode. Automatic flush pushed keys and cord
down the drain.

¢ Non- Preventable Incident

Employee received replacement keys and paid the
fee as designated by Replacement Key procedure.

03/16:2018--CHW

Lab Technician was assisting a patient, when she
observed a courier leaving boxes on the floor adjacent
to the lab table. Technician did not see the boxes as
she walked around the table and tripped over a box.
Technician fell to ground, attempted to stop her fall but
was unable to not fall. Technician reported injury to
wrists, neck and left knee.

The employee requested a medical evaluation
4/5/2018.

*  Preventable Incident

A Workers’ Compensation claim was filed
3/16/2018. The Risk and Safety Coordinator spoke
to the Courier (a temporary courier) about informing
staff when a delivery is made. The Risk and Safety
Coordinator advised the Courier of where packages
should be placed, for safety purposes.

Submitted to the Goveming Board: April 26, 2018
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Biography for Samantha Robinson, RN BSN

Ms. Robinson is a Registered Nurse in Texas working for UTMB as the Team Leader for the Ryan
White Program. She has over 25 years of experience working with patients in all areas of
nursing. Currently, she is focused on caring for people afflicted with HIV and AIDS in many
capacities. As part of the Ryan White Program, the team of Nurses, Doctors, and Coordinators
provide care and treatment, life skills, and support to patients and families affected by this
disease. She is the facilitator of the medical decision team. Ms. Robinson is a member of the
Ryan White Planning Council for the City of Houston on their Quality Committee, at the request
of Judge £d Emmitt; a member of the Texas State HIV Syndicate at the state level, representing
the East Texas Region for decision making of funding. She has been with UTMB for four years in
her present position. Volunteer positions include the Galveston County Emergency Medical
Reserve Corp and with the 22 Q Syndrome Special Needs Support Group for the state of Texas.
Ms. Robinson is originally from New Orleans, Louisiana, has Bachelor’s Degrees in Nursing and
Business. Alumni of the University of Texas, Arlington, University of Wyoming, and the
University of Maryland. She is married to an Air Force retired veteran, and current NASA
Engineer, has lived throughout the United States and Europe and has called Galveston County
home since 2004. They have four grown children and 10 grandchildren who are the love of her
life.

When asked why she has expressed a desire to serve on the Board of Coastal, she responded
that she was fully aware of the importance of services provided by Coastal Health and Wellness
to the people of Galveston County for their health care and dental needs. If those services were
considered subpar or not available to the citizens, then we all fail as a society. Ms. Robinson
feels that she would complement the current board members to provide oversite, guidance,
and assistance whenever needed to assure success.
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Consider for Approval Request for an Additional Shared Service Position Due to Realignment
of Duties and Business Need (Chief Compliance Officer)

Background: Compliance functions for the organization are currently delegated to the Director of
Contracts, Compliance & General Counsel, which is a shared service between GCHD and CHW. This
position is also responsible for overseeing risk and safety, facilities and fleet.

Challenges: Increasing responsibilities primarily in the area of compliance, regulatory requirements and
legal matters.

Recommendation: To remove compliance functions from the General Counsel responsibilities and
create a Chief Compliance Officer position, which would be responsible for the following:

* Policy and Procedure Management — defining, communicating, training and attesting to
organizational policies and procedures.

¢ Compliance Monitoring — evaluating and measuring the state of compliance across the
organization. Ensuring compliance with laws, regulatory requirements and policies and
procedures.

* |nvestigations — managing investigations into wrong doing and anything that violates
regulatory/legal requirements.

+ Internal Audits — coordinating internal compliance reviews and reporting results to
management and Board

+ Risk & Safety — assuring that the organization has appropriate risk and safety policies
and procedures in place and that facilities meet risk and safety standards.

This change would enable the General Counsel to focus on legal related issues, such as contracts, open
record requests and conferring with outside counsel, when necessary. In addition, best practice
suggests that compliance and legal roles should be separated based on the primary focus of each role.

Requested Action: Create a new position (Chief Compliance Officer) with the required expertise to
oversee and ensure compliance with laws, regulatory requirements, policies and procedures. The
annual salary for this position would range from $80,000 to $95,000 depending on experience and
would be funded as a shared service. Since this is a new position, we are requesting that the position be
funded from current salary lapse for the remainder of this fiscal year. Going forward, the position will
be included in future annual operating budgets.

Back to Agenda
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